
The text of the following statement was issued jointly by the Governments of the United States of America and the Government of the Federal Republic of Germany

on the occasion of the US-Germany Cyber Bilateral Meeting June 26, 2014.

Begin Text:

The Governments of the United States and Germany held a Cyber Bilateral Meeting in Berlin, Germany on June 26, 2014.

This third annual U.S.-Germany Cyber Bilateral Meeting reinforced our long-standing alliance by highlighting our pre-existing collaboration on many key cyber

issues over the course of the last decade and identifying additional areas for awareness and alignment. The U.S.-Germany Cyber Bilateral Meeting continued and

further expanded its “whole-of-government” approach, furthering cooperation on a wide range of cyber issues and our collaborative engagement on both strategic

and operational objectives.

Strategic objectives include affirming common approaches in Internet governance, Internet freedom, and international cyber security; partnering with the private

sector to protect critical infrastructure; and pursuing coordination efforts on cyber capacity building in third countries. The discussions of Internet governance issues

focused on continued efforts to bolster support for the multi-stakeholder model for Internet governance, particularly after the successful conclusion of the

NETmundial Conference in Sao Paulo, Brazil. The United States and Germany will continue their close cooperation on these issues as the preparations for Internet

Governance Forum 9 in Istanbul, Turkey are underway, and as the Internet Corporation for Assigned Names and Numbers (ICANN) is convening the

multistakeholder community to develop a proposal to transition the stewardship of the Internet Assigned Numbers Authority (IANA) function from the U.S.

Government.

Discussions of the Information Society issues also included the preparations for the International Telecommunication Union (ITU) Plenipotentiary Conference in

Busan, Korea in October and the United Nations General Assembly’s 10 year review of the World Summit on the Information Society (WSIS) focusing on

development and continued efforts to realize a global, open, inclusive Internet for all. Additional strategic objectives included expanding the Freedom Online

Coalition, and the application of norms and responsible state behavior in cyberspace, particularly as the UN Group of Governmental Experts is poised to start its

next effort and building on the successful 2013 consensus report affirming the applicability of international law to state behavior in cyberspace.

Operational objectives comprise bilateral cybersecurity cooperation measures such as exchanging information on cyber issues of mutual concern such as critical

information infrastructure protection and identifying greater cooperation measures on detecting and mitigating cyber incidents, raising awareness, combating

cybercrime, and implementing the Organization for Security Cooperation in Europe (OSCE’s) confidence-building measures to reduce risk,

The bilateral meeting took place the day before the U.S.-Germany Cyber Dialogue, a multistakeholder event organized jointly by the German Foreign Office and the

U.S. Department of State and focused on big data, privacy, security, economic innovation, and international cyber cooperation. The Cyber Dialogue will be hosted

by German Foreign Minister Frank-Walter Steinmeier; John Podesta, Counselor to President Obama will also provide keynote remarks. A high level panel of both

German and U.S. experts will discuss big data, privacy, security, economic innovation, and international cyber cooperation. Participants from government, industry,

civil society and academia will have the chance to discuss these issues and provide input for potential solutions.

The U.S.-Germany Cyber Bilateral Meeting was hosted by Ambassador Dirk Brengelmann, Commissioner for International Cyber Policy and the German delegation

included representatives from the Federal Foreign Office, the Federal Ministry of the Interior, the Federal Ministry of Defense, the Federal Chancellery, the Federal

Ministry for Economics and Technology, and the Federal Office for Information Security. The U.S. delegation was led by Secretary of State’s Coordinator for Cyber

Issues, Christopher Painter, and included representatives from the Department of State, the Department of Commerce, the Department of Homeland Security, the

Department of Justice, the Department of Defense, the National Security Council and the Office of Science and Technology Policy in the Executive Office of the

President.

Coordinator Painter and Ambassador Brengelmann agreed to hold the next annual Cyber Bilateral Meeting in Washington, DC in mid-2015 again in conjunction with

a multistakeholder cyber dialogue.

June 27, 2014

Joint Statement on U.S.-Germany Cyber Bilateral Meeting

Media Note

Office of the Spokesperson

Washington, DC

Joint Statement on U.S.-Germany Cyber Bilateral Meeting http://www.state.gov/r/pa/prs/ps/2014/06/228543.htm

1 of 2 6/27/2014 3:42 PM



Joint Statement on U.S.-Germany Cyber Bilateral Meeting http://www.state.gov/r/pa/prs/ps/2014/06/228543.htm

2 of 2 6/27/2014 3:42 PM


