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GFSC publish updated DLT Guidance
Notes
17 Sep 20

The  Gibraltar  Financial  Services  Commission  (GFSC)  has  today

published  updated  Distributed  Ledger  Technology  (DLT)  Provider

Guidance Notes to further assist firms and protect consumers.   

In alignment with the Financial  Services Act 2019 and adhering to

best  practices,  the  updated  Guidance  Notes  provide  further

information to  firms and expands our  existing expectations of  DLT

providers. The revised guidance notes replace the initial  Guidance

Notes published in December 2017.  

During this time, the GFSC has gained experience from interacting

and supervising closely with permissioned firms, and gained insight

into other regulatory approaches through the GFIN membership. It is

also  encouraging  to  see  the  local  industry  and  ecosystem that  is

developing and maturing.  

Head of  DLT &  Markets,  William Gracia,  said:  “My  team and  HM

Government of Gibraltar have worked hard over the last few months

hand in hand with industry, encouraging feedback where appropriate

and  we  believe  we  have  achieved  a  clear  and  helpful  update

benefitting both DLT providers and consumers.  

“I’d  like  to  thank  the  Gibraltar  Association  of  New  Technologies

(GANT)  for  their  support,  as  well  as  those  DLT  Providers  and

applicants who provided valuable feedback. I believe this is another

step forward for Gibraltar’s innovative financial services sector.”  

Albert Isola, Minister for Digital and Financial Services, commented:

“The release of  the updated Guidance Notes  is  another  important

step  forward  in  the  development  of  the DLT Providers Regulatory

framework  that  has  proved  so  successful  to  date.  It  is  also  a

significant milestone in the evolution of our regulations as we embark

on the road to achieve ongoing FATF compliance. My thanks go to all

parties involved in delivery of these updates.”  
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The updated Guidance Notes are now on the GFSC’s website under

the  About  us  section  here  (https://www.fsc.gi/dlt)  and  under  the

Getting  Authorised  section  here  (https://www.fsc.gi/FSC/distributed-

ledger-technology-providers).  

Notes to Editors

1. The GFSC is a regulator of the Gibraltar financial services market,

regulating providers of financial services conducted in both Gibraltar

and  other  jurisdictions.  The  GFSC's  vision  is  to  be  an  efficient,

forward looking, and credible regulator, that is fair and proportionate,

and works collaboratively with stakeholders.

2.  The  GFSC's  regulatory  objectives  are  the  promotion  of  market

confidence;  the reduction of  systemic risk;  the promotion of  public

awareness;  the  protection  of  the  good reputation  of  Gibraltar;  the

protection of consumers and the reduction of financial crime. 
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Gibraltar Financial Services Commission Guidance Note 1 

 

Introduction  

The purpose of this guidance note is to provide a DLT Provider, as defined in the Financial Services 

(Distributed Ledger Technology Providers) Regulations 2020 (the DLT Regulations), with guidance as to the 

operational, technical and organisational standards expected and in some circumstances required by the 

GFSC. 

This guidance note is specifically in respect of the regulatory principle under paragraph 1 of Schedule 2 of the 

DLT Regulations (the Regulatory Principle). 

The Regulatory Principle states that “A DLT Provider must conduct its business with honesty and integrity”. 

This document should be read as interpretative guidance for a DLT Provider and the examples contained in 

this document should be noted as indicative of good practice by a DLT Provider in connection with the 

Regulatory Principle. 

A DLT Provider should note that the GFSC will take this document into account when reviewing a DLT 

Provider’s practices. The operational standards expected and required by the GFSC of a DLT Provider will vary 

depending on the size, particular nature, scale or complexity of the DLT Provider’s business. 

 

Fitness and Propriety Requirements  

A DLT Provider, its role-holder(s), controller(s) and shareholder(s) should be able to demonstrate that they 
are able to conduct the DLT Provider’s business with honesty, integrity and professionalism and that they will 
not pose a risk to the public or to the reputation of Gibraltar.   
 
A DLT Provider, its role-holder(s), controller(s) and shareholder(s) must meet the fitness and propriety 
requirements when seeking authorisation or approval and on a continuing basis. 
 
A DLT Provider should perform due diligence on individuals it intends to invite to become role-holder(s), 
controller(s) and/or shareholder(s). 
 
The term “fit and proper” extends to the conduct of the firm’s business, it’s officers and controllers both in 
its dealings with the public and in the ordering of its internal affairs.  
 
The GFSC will consider a licensee’s, notifiable role-holder(s), controller(s) and shareholder(s) fitness and 
propriety by reference to a range of key factors focused around three basic elements: 
 

 honesty, integrity and reputation; 

 competence and capability; and 

 financial position. 
 
The policy statement on the assessment of fitness and propriety can be found by clicking on this link. 
 
The elements considered in the policy statement are not intended to be exhaustive or definitive. The 
requirements to be met in order to be judged fit and proper will vary with the nature of the business carried 
on by the DLT Provider, and the responsibilities of the role-holder(s), controller(s) and shareholder(s). 
 
  

http://www.fsc.gi/uploads/legacy/download/adobe/FitAndProperPolicyStatement.pdf
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Similarly, the factors considered for each element are not intended to be exhaustive; not all of them will be 
relevant in all cases, and there may be others that may be relevant and which will be taken into account as 
part of the assessment of fitness and propriety at the authorisation stage as well as on an on-going basis. The 
presence of any one or combination of factors may lead to a conclusion that a DLT Provider, its role-holder(s), 
controller(s) or shareholder(s) fails to meet the applicable fitness and propriety requirements. 
 
 

Fit and proper policies and procedures 

A DLT Provider is expected to put in place relevant policies and procedures on fit and proper requirements, 
which should include the following: 
 

 a description of the procedure for assessing the fitness and propriety of the individuals who will 
become role-holder(s) of the DLT Provider, both when being considered for the specific position and 
on an on-going basis; 

 a description of the situations that give rise to a re-assessment of the fit and proper requirements; 
and 

 a description of the fit and proper procedures for assessing other relevant personnel according to 
internal standards, both when being considered for the specific position and on an on-going basis. 

 

Public statements 

A DLT Provider should ensure that it and its role-holder(s), controller(s) and shareholder(s) have acted and 
continue to act with honesty, integrity and professionalism with respect to any and all public statements 
(including in a white paper) made in connection with the DLT Provider’s business. 
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Introduction  

The purpose of this guidance note is to provide a DLT Provider, as defined in the Financial Services 

(Distributed Ledger Technology Providers) Regulations 2020 (the DLT Regulations), with guidance as to 

the operational, technical and organisational standards expected and in some circumstances required by 

the GFSC. 

This guidance note is specifically in respect of regulatory principle 2 of the DLT Regulations (the Regulatory 

Principle). 

The Regulatory Principle states that “A DLT provider must pay due regard to the interests and needs of 

each and all its customers and must communicate with its customers in a way which is fair, clear and 

not misleading”. 

This document should be read as interpretative guidance for a DLT Provider and the examples contained 

in this document should be noted as indicative of good practice by a DLT Provider in connection with the 

Regulatory Principle. 

A DLT Provider should note that the GFSC will take this document into account when reviewing a DLT 

Provider’s practices. The operational standards expected and required by the GFSC of a DLT Provider will 

vary depending on the size, particular nature, scale or complexity of the DLT Provider’s business.  

 

Customer Care 

A DLT Provider is required to act in the best interest of its customers. It must apply its best endeavours to 

mitigate any risks to its customers associated with the use of its products and services, including any risks 

relating to the use and application of DLT.  

A DLT Provider will need to implement measures to protect its customers, and seek to ensure that its 

products and services, and any risks associated with them, are fully understood by every customer to 

whom they are offered. In order to do so, it should take into account the relative risk and complexity of 

each of its products and services, as well as the experience of the customers to whom they are offered. 

Where a DLT Provider offers higher risk products, such as derivatives trading or other leveraged products, 

it should additionally seek to ensure that the customers to whom they are offered can bear the potential 

financial losses they will be exposed to. It will need to evidence to the GFSC that this has all been 

adequately considered by senior management and the board, and reflected in the firm’s internal controls, 

policies, procedures and communications with customers.  

A DLT Provider must make appropriate, timely and prominent disclosures to its customers regarding risks, 

in order to ensure that customers can make well-informed decisions regarding the products and services 

it offers. It will need to ensure that any information presented to customers can be easily understood by 

the target audience and does not disguise, diminish or obscure important items, statements or warnings.  

A DLT Provider must ensure that its marketing and advertising is clear, fair and not misleading. It must 

have adequate complaint handling policies and be able to manage and disclose any conflicts of interest.   



3 
 

Gibraltar Financial Services Commission Guidance Note 2 

Customer Protection Measures 

A DLT Provider will need to implement adequate customer protection measures commensurate to the 

risk and complexity of its products and services and relative to the experience and vulnerability of its 

customers.  

Risk and Complexity 

A DLT Provider will be expected to assess the relative risk and complexity of each product and service it 

provides to its customers. Although not an exhaustive list, when assessing the risk and complexity of any 

product or service, the DLT Provider should consider the following factors: 

 to what extent customer assets/monies are at risk; 

 whether the risk of financial loss is limited to any assets/monies held by the customer with the 

DLT Provider; 

 whether any features of the product or service and the risks associated with them are easy to 

understand;  

 the novelty of any product or service and whether they have been tried and tested; and  

 the effectiveness of any controls implemented by the DLT Provider. 

For example, custodianship services will generally be considered less complex and entail fewer risks than 

spot trading of virtual assets. Spot trading, in turn, will generally be considered less complex than trading 

derivatives of virtual assets or other leveraged products. In the latter cases, customers could lose more 

than the capital they have on account, whilst  losses, both realized or unrealized, can materialize at a 

significantly faster rate. 

Experience and vulnerability   

A DLT Provider will need to consider the type and experience of its customers. Although not an exhaustive 

list, when assessing the experience and vulnerability of a customer, firms should consider the following 

factors:  

 the customer's ability to understand how the products and services work and the risks associated 

with them; 

 the customer’s prior experience and exposure to the products and services;  

 the customer’s level of education and profession; and 

 for higher risk and more complex products, especially those where a client may lose more than 

their account balance, whether the customer can afford the potential additional losses that they 

may be exposed to. 

For example, customers with experience in the trading of virtual and/or financial assets, through doing so 

in a professional or non-professional capacity for a significant amount of time, can be expected to better 

analyse and manage the risks involved in investing in or trading virtual assets. A customer could also be 

deemed to be experienced if they have sufficient technical understanding of the underlying technology 

and risks associated with it, for example, if a customer is a developer with experience in cryptography 

and/or distributed ledger technology. 

Customers such as regulated entities and large entities whose main undertaking is to invest and trade in 

higher risk financial instruments, will also ordinarily be considered experienced for these purposes. 
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Conflicts of Interest  

A DLT Provider should take all reasonable steps to identify, avoid where possible or manage potential 

conflicts of interest that may arise within its business. 

For the purposes of identifying the types of conflicts of interest, DLT Providers may take into account 

whether a person is directly or indirectly linked by way of control to the DLT Provider. Such examples 

include situations where a person: 

 is likely to make a financial gain, or avoid a financial loss, at the expense of the DLT Provider’s 

customers; or 

 has an interest in the outcome of a service or an activity provided by the DLT Provider. 

Examples of potential conflicts of interest include: 

 the employment of an individual or company that provides a specific service to the DLT Provider; 

 providing a service to a connected person; 

 acceptance or giving of gifts; and 

 situations where value (as defined in the DLT Regulations) can be controlled or fixed by the DLT 

Provider by restricting its supply to the market. 

A DLT Provider should maintain and operate effective organisational and administrative arrangements 

with a view to preventing, managing and monitoring conflicts of interest. 

Examples of ways in which a DLT Provider can maintain good conflicts of interest processes include: 

 the preparation of a conflicts of interest policy which clearly sets out to all directors, officers, 

managers and key members of staff where potential conflicts of interest may arise and how they 

should be managed; 

 the appointment of an individual director/manager (or committee depending on the size of the 

DLT Provider) with specific responsibility for assessing the nature and risk of a conflict (as it arises) 

and thereafter ultimately ensuring that suitable steps are taken to avoid such a conflict or, where 

not possible to avoid the conflict, that it be managed appropriately so as to not be detrimental to 

the customers of the firm; 

 the segregation of responsibilities with key management staff. This would be indicative of 

maintaining effective technical and operating standards for the preventing, managing and 

monitoring of conflicts of interest; 

 the removal of any direct link between the remuneration of a relevant person engaged in one 

particular activity and their ability to carry out that activity in a fair and unbiased manner; and 

 preventing individuals from exercising inappropriate influence. 

Disclosure & Communication 

A DLT Provider must disclose information to its customers that may affect and/or be of material 

significance to its customers within a reasonable timeframe. 
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All communications made by a DLT Provider to its customers shall be: 

 clear, fair, and not misleading; 

 prominently displayed; and 

 sufficient for, and presented in a way that can be understood by, the group to which it is directed. 

Examples of best practice and information that a DLT Provider should make clear to its customers 

include: 

 the DLT Provider’s standard terms and conditions;  

 what part of the DLT Provider’s services are regulated and the standards applicable to the 

regulated activity; 

 when a DLT Provider is providing an ancillary unregulated service to that which it is licensed to 

provide, to inform customers that that particular service is not regulated; 

 when a DLT Provider has partnered up with a third party provider (for example, a Payment Service 

Provider or an affiliate provider), it must disclose and make clear to customers who they are 

transacting with and at what point; 

 when a DLT Provider is part of a larger group structure, it must disclose and make clear to 

customers which entity they are transacting with and at what point; 

 the DLT Provider’s fees (including any changes to those fees, the manner in which fees can be 

varied and any associated or indirect costs);  

 the timeframes for the completion of fiat and virtual asset withdrawals;  

 the process of transfer of the DLT Provider (or the DLT Provider’s business) as a going concern to 

a third party (and provide details of that third party); 

 potential and actual conflicts of interest (where any arrangements made by the DLT Provider 

cannot ensure, with reasonable confidence, that the risks of damage to the interests of the 

customer will be sufficiently mitigated); 

 information on the actual DLT system/network used, its nature and any inherent risks involved in 

the technology generally and in the specific system/network used (e.g. in the dependency on third 

party or open source software and networks, or on protocols subject to independent consensus 

mechanisms); and 

 material changes in connection with the actual service provided by the DLT Provider that may 

affect customers (including instances where the DLT element of its services has been 

compromised). 
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Risk Warnings  

A DLT Provider must give a fair and prominent indication of any relevant risks relating to a product or 

service that it offers. The risk warning must be clearly visible and in a font size at least equal to the 

predominant font size used in its communications more generally.  

Particularly with regards to higher risk and more complex products, DLT Providers should provide 

customers with sufficient information to allow them to fully understand the risks involved, and to make 

well-informed decisions. Examples of best practice include: 

 disclosure on the volatility of virtual assets; and 

 disclosure on the transfer and storage risks, should a customer wish to withdraw their virtual 

asset(s) from the DLT Provider, if applicable. 

Additionally, examples of best practice for DLT Providers offering higher risk/more complex products 

include: 

 disclosure on the enhanced risks of trading derivatives or other leveraged products, if applicable, 

including, but not limited to the enhanced risk of loss (which could be greater than the customer’s 

initial investment or account balance), margin calls and position liquidations, and the risks of 

imperfect correlation between a derivative and the underlying asset and the resultant hedging 

risk; 

 statistics and statements on the percentage of customers that lose money when trading with the 

firm; and 

 clear illustrations/examples of worst case scenarios. 

 

Complaints Handling 

A complaint is an expression of dissatisfaction from a customer, irrespective of whether it is justified or 

not, in respect of, specifically, the services provided to it by the DLT Provider. 

A DLT Provider should establish a procedure to ensure that any complaints are resolved as quickly as 

possible and, where necessary, trigger an internal review into the quality of service being provided and 

whether or not it can be improved.  

A DLT Provider will be expected to establish a written complaints procedure, which is to be communicated 

to all staff. 

Examples of ways in which a DLT Provider can maintain good complaints handling processes include: 

 the assignment of responsibility of complaints handling to a director/manager (or committee 

depending on the size of the DLT Provider); 

 the establishment of means by which customers may make a complaint. This should be user 

friendly and easily accessible to all customers;  

 the review and action of complaints promptly upon receipt; 

 clearly stating how to log a complaint and how to escalate a complaint;   

 notifying customers of the timeline within which their complaint will be processed; and 

 regularly advising complainants of the progress and outcome of any complaint. 
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Record Keeping 

In accordance with Gibraltar law, a DLT Provider shall: 

 keep and maintain records of all customer information and data in a secure manner; 

 record all transfers and receipts made by its customers; and 

 keep a record of all interactions with its customers including all agreements entered into.  
 

Marketing and Advertising 

A DLT Provider that issues an advertisement concerning its business or the products and services it 

provides should ensure that: 

 the advertisement makes clear that it has been issued on behalf of the DLT Provider; and 

 the contents and presentation of the advertisement are demonstrably fair and not misleading. 

A DLT Provider that becomes aware of any marketing or advertising material issued on behalf of, or in 

relation to any products or services provided by, the DLT Provider that may be misleading and/or 

detrimental to Gibraltar’s reputation as a financial centre should report the matter to the GFSC 

immediately. The firm should also take reasonable steps to mitigate the detrimental effects of the 

marketing or advertising material in question, rectify any inaccuracies and remove any misleading 

content. 
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Introduction  

The purpose of this guidance note is to provide a DLT Provider, as defined in the Financial Services 

(Distributed Ledger Technology Providers) Regulations 2020 (the DLT Regulations), with guidance as to 

the operational, technical and organisational standards expected and in some circumstances required by 

the GFSC. 

This guidance note is specifically in respect of regulatory principle 3 of the DLT Regulations (the Regulatory 

Principle). 

The Regulatory Principle states that “A DLT provider must maintain adequate financial and non-financial 

resources”. 

This document should be read as interpretative guidance for a DLT Provider and the examples contained 

in this document should be noted as indicative of good practice by a DLT Provider in connection with the 

Regulatory Principle. 

A DLT Provider should note that the GFSC will take this document into account when reviewing a DLT 

Provider’s practices. The operational standards expected and required by the GFSC of a DLT Provider will 

vary depending on the size, particular nature, scale or complexity of the DLT Provider’s business. 

  

Regulatory Capital Overview 

A DLT Provider will be expected to maintain sufficient financial resources to ensure that the business can 

be run in a sound and safe manner. 

The GFSC does not apply a ‘one-size-fits-all’ regulatory capital requirement calculation. A DLT Provider 

will need to consider the inherent risks associated with their business in order to arrive at a satisfactory 

regulatory capital figure.  

A DLT Provider will be expected to hold sufficient regulatory capital to ensure an orderly, solvent wind-

down of its business. Additionally, a DLT provider will need to hold risk-based capital in order to be able 

to absorb the crystallisation of material risks and still have sufficient capital remaining to trigger an orderly 

wind-down if necessary.  

The GFSC will expect firms to maintain at all times sufficient working capital, over and above the agreed 

regulatory capital.  

As an example (see illustration below), DLT Limited arrived at a regulatory capital requirement of £1.5M, 

which represents £1M of wind-down costs, as well as £0.5M of risk-based capital. After considering 

projections for the next year, in which the firm forecasts that it will incur losses initially as the business 

attracts new users, the firm was funded with £2M of share capital from the parent company,which 

provides for a working capital buffer of £0.5M. 
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In summary: 

WIND DOWN CAPITAL + RISK-BASED CAPITAL = MINIMUM REGULATORY CAPITAL 

 

A DLT Provider will need to notify the GFSC of the ongoing regulatory capital it proposes to hold, and 

include any considerations and calculations. The GFSC will consider whether the proposed regulatory 

capital is sufficient to enable the firm to meet its operational and regulatory obligations. Firms will be 

required to monitor and reassess regulatory capital levels on an ongoing basis and as a minimum, on an 

annual basis. Any material changes to a firm’s business model or adverse changes in a firm’s operating 

environment will also trigger a requirement to reassess its regulatory capital adequacy and notify the 

GFSC. Any reduction to a DLT Provider’s ongoing regulatory capital requirement will need to be approved 

by the GFSC in advance.  

 

Wind-down Analysis 

The wind-down analysis is a key element of the DLT Provider’s regulatory capital requirement. There is an 

expectation that a DLT Provider will always hold sufficient capital in order to execute an orderly wind-

down if required.  

Consideration should be given to the amount of time it would take for the firm to be wound down, 

including the time it would take its customers to find an alternative service provider, where relevant. A 

DLT Provider is required to maintain a formal wind-down plan, which would be the basis behind the wind-
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down cost analysis to be performed.  The wind-down plan should justify and explain the length of time 

and procedures required to wind-down the business in an orderly manner. For the avoidance of doubt, 

defaulting to a three-month wind-down period without justification will not be deemed sufficient by the 

GFSC.  

Once a wind-down plan is formulated, a DLT Provider will be in a position to analyse the costs associated 

with winding down.  This should take account of realistic costs of winding down the business such as: 

 redundancy costs; 

 notice periods for staff; 

 lease commitments;  

 one-off costs associated with the wind-down, such as insolvency costs; and  

 any other fixed costs required until the business is wound-down.  

A DLT Provider is expected to revise the wind-down plan and associated costs when regulatory capital is 

reassessed. As a DLT Provider grows in size, it is expected that the wind-down costs also increase 

accordingly.  

A DLT Provider should have processes and controls in place that will inform it of the need to trigger the 

winding down of the business operations. 

 

Risk Based Capital 

The second part of the regulatory capital calculation requires a DLT Provider to formulate risk-based 

capital. 

In accordance with the fourth regulatory principle, a DLT Provider is expected to develop sound risk 

management processes that properly identify, measure, aggregate and monitor its risks. Firms should 

therefore have an adequate assessment process that covers all the key elements of capital planning and 

management and generates an appropriate amount of capital to assign against those risks. 

In order to arrive at the risk-based capital, firms are expected to consider all material risks facing the 

business and arrive at a suitable risk based capital amount. There should be a clear link between the DLT 

Provider’s risk based capital calculation and its risk register. 

Types of risks to consider include: 

 credit risk; 

 market risk (including fiat-currency and virtual currency risk); 

 operational risk; 

 liquidity risk; 

 insurance risk; 

 concentration risk;  

 securitisation risk; 

 business risk; 

 interest rate risk; 

 IT risk; 

 legal and compliance risk; 
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 reputational risk; 

 settlement risk; 

 strategic risk; and  

 any other firm-specific risks identified. 

In calculating its regulatory capital requirements, a DLT Provider will be expected to take account of:  

 the historical context of the business; 

 the firm’s current and future business strategy; and 

 stress-testing scenarios and conditions as well as the triggers needed to identify such situations; 
and 

 key risks identified.  
 
Where relevant, a DLT Provider will need to assign adequate capital to cover potential financial losses. 
 
The regulatory capital requirement calculation should be challenged and approved by the DLT Provider’s 

board and senior management. Some firms may find it useful to have external parties challenge the 

calculation prior to finalisation. A copy of any report obtained from an external reviewer or internal 

auditor should be provided to the GFSC.  

 

Using Virtual Assets as Regulatory Capital  

The GFSC will expect a DLT Provider to consider its ongoing regulatory capital requirement from both a 

fiat currency position as well as from a virtual assets position. 

Should a DLT Provider wish to hold virtual assets as part of its regulatory capital, it will need to satisfy the 

GFSC that: 

 there is sufficient liquidity in the virtual assets held;  

 the proportion of virtual assets held relative to the total regulatory capital is reasonable;  

 there is sufficient margin to allow for potential volatility of the virtual assets held; and  

 the risks associated with holding virtual assets are adequately managed. 

Due to the highly volatile nature of most virtual assets and the potential risk of cyber-attacks leading to 

financial losses, a DLT Provider will be expected to include further risk based capital should it intend on 

holding virtual assets as part of the firm’s regulatory capital requirement. A DLT Provider will be expected 

to apply stress testing and sensitivity analysis in order to adequately consider the risks associated with 

holding virtual assets on its own behalf, and provide for further risk based capital as required. A DLT 

Provider’s controls associated with managing virtual asset exposure should be considered when arriving 

at such an assessment. This may include controls such as: 

 real-time monitoring of the value of the virtual assets and the overall regulatory capital position;  

 use of triggers and or margin calls at which point the regulatory capital position will be 
strengthened if necessary; and 

 consideration of security arrangements, including whether the virtual assets are held in hot or 
cold storage.  
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There will be an expectation that the firm holds sufficient capital to cover future commitments whether 

in fiat or virtual assets. 

 

Public Token Offerings 

A DLT Provider that has undertaken a public token offering and has a reserve of internally generated 

tokens will not be allowed to use these tokens as part of its regulatory capital requirement. This is because 

the tokens have been internally generated and there is no guarantee that the firm will be able to sell these 

tokens without adversely affecting the market price of circulating tokens on secondary markets.  

A DLT Provider that has raised funds via a public token offering will be allowed to utilise the funds raised 

as part of regulatory capital. However, the firm should consider whether the issue of such tokens has 

created a liability on the balance sheet that would be deducted from the calculation of available funds 

when computing the firm’s capital position. Essentially, if a contractual liability exists, entitling token 

holders to a payment in the event of a wind down, these funds should not be used by the firm in order to 

fulfill the regulatory capital requirement.  

 

Stablecoins 

A number of virtual assets have been designed in order to maintain price stability by various means, these 

virtual assets are commonly referred to as “stablecoins”. As with other virtual assets, a DLT Provider may 

utilise these virtual assets as part of its regulatory capital. However, as with other virtual assets, there is 

an expectation that the risks associated with holding these assets are considered and factored into the 

risk-based capital calculation.  

This may include risks such as: 

 risk of cyber-attack, or theft of these assets;  

 liquidity risk – i.e: is there sufficient liquidity on secondary markets which would allow efficient 

conversion into fiat?;  

 counterparty risk – i.e: does the counterparty have effective means to stabilise the price going 

forward? For example, if the tokens are pegged to a particular currency, does the counterparty 

have sufficient ring-fenced funds in order to liquidate the issued tokens?  

 

Amounts Allowed and Disallowed 

The GFSC will consider to what extent certain assets are allowable in the calculation of a DLT Provider’s 

regulatory capital.  

Unless approved by the GFSC, the following should be excluded from the calculation:  

 intangible assets (for these purposes, subject to guidance on the use of virtual assets as regulatory 
capital, virtual assets are not considered intangible assets); 

 tangible fixed assets;  

 capitalised costs with respect to software platform development; 
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 related party receivables; and 

 unaudited profits. 
 

A DLT Provider will need to assess the above items, and any other items it deems to be applicable, and 
arrive at suitable deductions from regulatory capital that are proportionate, reasonable and relevant to 
the firm’s business model and inherent risks. Generally, DLT Providers should look to hold the majority of 
the required regulatory capital in highly liquid assets, which would be available to absorb future losses.  
 
The GFSC will expect firms to be initially capitalised by way of fully paid up and issued share capital. In 
limited circumstances, the GFSC will allow alternate means of funding and capitalisation, however in all 
instances this should result in loss absorbing capital which is subordinated to all other debts of a firm, and 
fully available to be utilised by the firm in the case of a wind-down.  

 

Ongoing Monitoring 

A DLT Provider should implement adequate processes and controls to ensure that capital exposures and 

risks are monitored on a real-time basis. 

Should firms hold significant exposures to virtual assets, this monitoring should be accelerated and 

monitored on a regular basis to ensure that any adverse fluctuations are identified, managed and acted 

upon promptly.  

 

DLT Provider Financial Return  

A DLT Provider will be required to submit financial returns to the GFSC, which will incorporate the 

regulatory capital position, as well as the financial results of the reporting period, and additional financial 

metrics that will be used as part of the supervisory process. The frequency of the reporting will be 

determined based on the nature, size and complexity of the DLT Provider’s operations. 

 

Recovery Plan 

Firms should consider scenarios that could lead to a breach in the regulatory capital requirement and 

establish a clear link between these scenarios and what aspects of the recovery plan should be invoked.  

A DLT Provider should have set financial and non-financial triggers in place to inform the firm of a need to 

execute the recovery plan. 

The recovery plan should seek to ensure continuity of the firm’s critical functions while also aiming for 

the recovery to a healthy capital position.  

The firm should consider a number of recovery options, such as: 

 cost optimisation; 

 raising further capital; 

 sale of assets; 
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 restructuring; and 

 sale of the business.  

The recovery plan should be subject to a high level of scrutiny and consideration from a DLT Provider’s 

board of directors and should be reconsidered, as a minimum, on an annual basis. 

Projections and Stress Testing  

A DLT Provider will be required to prepare projections both as part of its business plan during the 

application process and for the basis of arriving at a satisfactory capital requirement calculation.  

The GFSC will normally expect three to five year financial forecasts to be provided as part of a capital 

requirement calculation. A DLT Provider should establish a “base case”, which the firm considers the most 

likely achievable financial forecast.  

Once a base case has been formulated, a firm will be required to stress the more significant assumptions 

used to prepare the base case financial forecasts. This is required in order to understand how changes in 

the key assumptions will affect the firm’s financial results. 

A DLT Provider will also be expected to undertake scenario analysis in order to assist the firm in the 

quantification of risk based capital. Typical scenarios could include: 

 how changes in price, and volumes, of virtual assets will affect the firm’s future earnings; 

 how a cyber-attack, resulting in the loss of the virtual assets held in “hot wallets”, will affect the 

firm, including both the immediate financial impact as well as a loss of reputation which could 

affect future earnings; and 

 the sharp decrease in value of a particular virtual asset, which the firm is holding on its balance 

sheet and was utilising towards regulatory capital.  

A DLT Provider should also produce a worst-case scenario, in which multiple risks materialise at once, and 

assess the financial impact and likelihood of this scenario occurring.  

 

Insurance 

A DLT Provider will be required to have adequate professional indemnity insurance, insofar as such 

insurance is reasonably available, or be covered by some other arrangement, agreed in writing by the 

GFSC, which has a similar effect. Where professional indemnity insurance has not been obtained, the GFSC 

will require the firm to provide suitable justification as to how the relevant risks will be mitigated, as well 

as consider providing for further risk-based capital in the capital requirement calculation.  

The level of cover should be determined by the DLT Provider taking into account its business, products 

and services. This should be communicated to and agreed with the GFSC. 

The policy should cover the following areas: 

 breach of duty in respect of any negligent act, error or omission or dishonest or fraudulent act or 
omission;  

 libel or slander;  
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 loss of customers’ assets arising from fraud or dishonesty by any employee, former employee, 
director or former director; and 

 legal liability resulting from the loss of data and or information.  

The excess or deductible under such an insurance policy should not be greater than can be reasonably 

borne by the financial resources of the DLT Provider. 

A DLT Provider should also consider obtaining additional insurance as part of its risk mitigation strategies. 

Examples of such insurance policies could include: 

 insurance with respect to virtual assets held on behalf of customers; 

 kidnap and ransom insurance for key members of staff; and 

 cyber insurance. 

 

Audit Requirements 

The GFSC will require a DLT Provider to arrange an external financial statement audit at least annually. 

Should a DLT provider be unable to appoint an external auditor for whatever reason the firm should 

discuss this with the GFSC.  

The GFSC will liaise with a DLT Provider to identify ways the GFSC can receive assurance that the 

company is being run in a sound and prudent manner (i.e. on a going concern basis) and balances, 

including customer balances, are accurately accounted for.  

 

Other Considerations 

A DLT Provider will be expected to maintain adequate non-financial resources to allow it to run the 

business operations smoothly without undue cause for concern to the business, directors and its 

customers. Non-financial resources should be commensurate to the size and nature of the firm and the 

underlying products and/or services being offered. Staff numbers and composition should be 

proportionate to the size and activities of the DLT Provider and should take account of any plans for 

growth/expansion of the business. 
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Introduction  

The purpose of this guidance note is to provide a DLT Provider, as defined in the Financial Services 

(Distributed Ledger Technology Providers) Regulations 2020 (the DLT Regulations), with guidance as to 

the operational, technical and organisational standards expected and in some circumstances required by 

the GFSC. 

This guidance note is specifically in respect of regulatory principle 4 of the DLT Regulations (the Regulatory 

Principle). 

The Regulatory Principle states that “A DLT Provider must manage and control its business effectively, 

and conduct its business with due skill, care and diligence; including having proper regard to risks to its 

business and customers”. 

This document should be read as an interpretative guidance for a DLT Provider and the examples 

contained in this document should be noted as indicative of good practice by a DLT Provider in connection 

with the Regulatory Principle. 

A DLT Provider should note that the GFSC will take this document into account when reviewing a DLT 

Provider’s practices. The operational standards expected and required by the GFSC of a DLT Provider will 

vary depending on the size, particular nature, scale or complexity of the DLT Provider’s business. 

 

Overall Responsibility for Risk Management 

A DLT Provider will be expected to apply good, forward-looking risk management practices. This will help 

provide assurance to all stakeholders that the core processes and systems are effectively controlled, are 

fit for purpose and that risks are being managed in the right way.  

A DLT Provider’s board will ultimately be responsible for ensuring the effectiveness of the risk 

management framework, setting the risk appetite and overall risk tolerance limits as well as approving 

the main risk management strategies and policies.  

There will be an expectation that, as far as possible, the risk management activities are integrated into 

the day-to-day business processes and form part of the overall culture of the firm.  

A DLT Provider will be expected to consider risks to its customers and the reputation of Gibraltar in 

addition to risks to its own business. 
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Risk Management Framework 

A DLT Provider will be expected to develop risk management strategies into a cohesive enterprise-wide 

risk management framework with appropriate processes, procedures and policies. This should set out the 

methods that will be applied for the identification, assessment and management of risks, establish 

governance arrangements, assurance mechanisms and set the standard and expectations for risk 

management across the organisation. 

A DLT Provider’s risk management framework will need to define clear accountability for risk 

management, aligning risk management to performance management as well as the organisation’s wider 

business strategy and objectives. 

Adoption of an effective risk management framework will enable a DLT Provider and its management to 

meet its objectives as evidenced through the following outcomes: 

 the board and senior management (together with other key stakeholders) will have assurance 

that the core processes and systems are effectively controlled, are fit for purpose and that risk is 

being managed in the right way; 

 it will help the board and senior management to think strategically about how to manage the 

effects on the firm and its clients of volatility and uncertainty, helping the firm meet its strategic 

objectives and identify good business opportunities;   

 management and staff will be better equipped to make risk based decisions and take action on 

risks and controls in a timely manner, supporting operational efficiency and effectiveness; 

 continuous evaluation of a firms external and internal environment and evolving risk profiles will 

enable the DLT Provider to become more forward-looking and proactive, reducing the likelihood 

of significant risks emerging that have not already been identified; and 

 it will help embed ownership and accountability for managing risk.  

There are many known risk management frameworks and standards. It is the responsibility of each DLT 

Provider to adopt or develop a framework that reflects its activities and specific needs and that takes into 

account its size, risk and complexity. Although not an exhaustive list, a DLT Provider’s risk management 

framework should include the following key areas.  

Risk Identification and Assessment 

A key aspect of a DLT Provider’s risk management framework should be its risk assessment methodology. 

This should be designed to ensure a consistent approach to the identification and assessment of every 

kind of risk to which it is exposed.  

A DLT Provider is expected to continuously assess and evaluate risks. It should take into account the 

changing external environment in which it operates and the impact this could have on its business, 

including its customers and the reputation of Gibraltar.  

Risks should also be categorised in order to aid management and staff in identifying key risks across their 

areas of responsibility. 

All risks to which a DLT Provider is exposed should be assessed and scored by applying the same 

methodology and criteria. When assessing risk, it is necessary to consider the consequences of the risk 
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materialising (impact), and the probability of the risk occurring, including a consideration of the frequency 

with which this may arise (likelihood).  

A DLT Provider should develop strategies to manage all risks that it faces.  

A DLT Provider is expected to have adequate measures in place to capture, assess, report and escalate 

risks that have crystallised.  

Crystallised risks that have a material impact on a firm’s business plan or an adverse effect on its 

customers and/or the reputation of Gibraltar must be communicated to the GFSC in a timely manner.  For 

example, the GFSC would expect a DLT Provider to notify it of any event that results in: 

 theft of customer virtual or fiat assets held by the DLT Provider; 

 disruption in service offered to a client; 

 customers not being able to access their monies/assets; 

 legal or regulatory action being taken against the firm or any of its counterparts; 

 resignation of key member of staff;  

 significant operational losses; 

 breach in capital requirements; 

 systematic failure of a DLT Provider’s IT systems; 

 leak or theft of sensitive information; and 

 negative press or a surge in complaints regarding the DLT Provider which could adversely affect 

the reputation of Gibraltar. 

Risk Register  

A DLT Provider is expected to maintain a central registry for the capture of all identified risks to which it 

is exposed, in the form of a risk register. All risks should be recorded on the risk register, categorised and 

assigned a risk owner. Risks and their respective controls should be assessed and managed appropriately 

and the risk register should be updated in a timely manner to reflect any changes to their assessed impact 

and likelihood. 

Examples of the type of information that a DLT Provider should capture on its risk register include:  

 risk description;  

 risk classification;  

 inherent risk score (taking account of both impact and likelihood);  

 residual or current risk score (taking account of both impact and likelihood);  

 risk controls;  

 risk owner; and  

 mitigation plans.  

In order to ensure there is appropriate oversight, the individual(s) responsible for risk management within 

the DLT Provider should hold periodic meetings with risk owners to review their risks and follow up on 

any management actions.   
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Risk Reporting and Management Information Systems 

A DLT Provider is expected to have appropriate management information systems, and assess key 

performance and risk indicators to allow it to monitor and adhere to its business plan, contributing 

positively to effective decision making. Where key performance indicators are not met, a DLT Provider 

should assess why they were not met and what remedial action needs to be taken.  

As a minimum, the following risk information should be reported to the DLT Provider’s board, senior 

management and internal risk committee at agreed intervals: 

 material risk exposures and trends; 

 new and emerging risks and issues; 

 update on management actions to rectify issues and bring risks within appetite and tolerance 

levels; 

 overdue management actions; and 

 key risk and performance Indicators.  

A DLT Provider will also need to comply with any ongoing reporting requirements as directed by the GFSC. 

The type and frequency of the reporting will be determined by the nature, size and complexity of a DLT 

Provider’s operations. 

Risk Policies and Standards 

A DLT Provider should establish risk policies setting out the minimum standards that the DLT Provider 

expects to be followed. This will help provide assurance that all areas of risk are managed in line with 

agreed tolerance levels.  

A DLT Provider should establish its own risk policy, appoint an accountable executive and policy owner, 

and develop guidelines establishing the manner in which non-compliance with, or breaches of, its risk 

policy should be reported and escalated. Mitigating actions to address breaches should be agreed and 

tracked through to completion. 

Risk Appetite and Tolerance 

A DLT Provider is expected to have a clearly defined risk appetite set and agreed by the board. This is 

fundamental to ensuring that a DLT Provider’s activities are aligned with its strategic priorities by 

providing a mechanism through which risks can be prioritised, key stakeholders can be engaged, 

operations sustained and controls adjusted according to the nature and extent of risk.  

A clearly defined risk appetite helps the decision-makers within the DLT Provider make risk-based 

decisions and ensures that risks to objectives are being managed within agreed levels.  

While risk appetite is about the risks that the DLT Provider is willing to accept, risk tolerance is a 

measurable expression of sensitivity to different risk exposures and the ability to bear risk, practically 

applied through operational tolerances, which may be adjusted as appetite changes.  

A DLT Provider’s board should consider the relative importance of its objectives, align risk tolerance with 

risk appetite and set thresholds that can be monitored, and which guide day-to-day operations and 

decision-making.  
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Risk Culture 

In order to ensure that effective risk management is truly embedded within a DLT Provider and that risk 

management activities are integrated into day-to-day business processes, a DLT Provider should ensure 

that it establishes a culture that encourages good risk behaviours at all levels of the organisation.  

The board and senior management of a DLT Provider should lead by example and set clear expectations 

for managing risks.  

In order to ensure that a DLT Provider establishes a risk culture that encourages risk management across 

all roles, relevant role profiles and job descriptions should capture relevant risk and control 

responsibilities. Good and proactive risk behaviours should be encouraged, recognised and rewarded. 

 

Control Environment 

A DLT Provider’s control environment should consist of the governance and management functions, as 

well as the attitudes, awareness and actions of management about the internal controls.  

A strong control environment is key to managing and controlling a business effectively as well as 

conducting business with due skill, care and diligence. The key aim is to integrate business risks with a DLT 

Provider’s day-to-day operations. A DLT Provider should have controls that are relevant to specific 

business processes or areas and it should have a system in place to monitor controls and ensure these are 

operating as expected (e.g. internal audit or equivalent). Where any deficiencies are identified, these 

should be remediated. 

The GFSC would expect a DLT Provider to assess its business risks and establish appropriate controls. This 

should include:  

 communication and enforcement of integrity and ethical values;  

 commitment to competence;  

 participation by those charged with governance;  

 communication of management’s philosophy and operating style;  

 having a suitable organisational structure for the size and nature of the business;  

 assignment of authority and responsibility;  

 human resources policies and practices; 

 having the relevant review functions in place;  

 implementation of segregation of duties;  

 controls with respect to the financial reporting process;  

 physical safeguards; and 

 IT security measures. 

This should extend to ensuring that a DLT Provider’s internal audit is performed to ensure systems, 

controls and processes are suitable and the information being relied upon to make governance decisions 

is accurate. 
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Introduction  

The purpose of this guidance note is to provide a DLT Provider, as defined in the Financial Services 

(Distributed Ledger Technology Providers) Regulations 2020 (the DLT Regulations), with guidance as to 

the operational, technical and organisational standards expected and in some circumstances required by 

the GFSC. 

This guidance note is specifically in respect of regulatory principle 5 of the DLT Regulations (the Regulatory 

Principle). 

The Regulatory Principle states that “A DLT Provider must have effective arrangements in place for the 

protection of client assets and money when it is responsible for them”. 

This document should be read as interpretative guidance for a DLT Provider and the examples contained 

in this document should be noted as indicative of good practice by a DLT Provider in connection with the 

Regulatory Principle. 

A DLT Provider should note that the GFSC will take this document into account when reviewing a DLT 

Provider’s practices. The operational standards expected and required by the GFSC of a DLT Provider will 

vary depending on the size, particular nature, scale or complexity of the DLT Provider’s business. 

 

Customer Asset Management 

DLT Provider will be expected to take all reasonable precautions to protect customer assets and money 

in its custody or control against any eventualities and threats. Custodial assets and monies must be 

segregated from the DLT Provider’s own assets and monies. 

However, to the extent that a DLT Provider holds fiat currencies for customers (e.g. pending or following 

conversion to or from cryptocurrency), then any such funds must be protected, be sufficiently liquid, and 

be clearly segregated as customer monies with a regulated credit, e-money or payment institution, 

acceptable to the GFSC. Alternatively, a DLT Provider must demonstrate to the GFSC it can achieve these 

outcomes via other means.  

A DLT Provider must put in place appropriate policies, processes and procedures to protect customer 

assets. A DLT Provider is expected to consider, as a minimum, the following key areas in any such 

processes and procedures. 
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Management Responsibility  

A DLT Provider is expected to nominate one of its directors or senior management as being primarily 

responsible for customer assets and notify the GFSC of such appointment. 

Systems of Controls 

A DLT Provider must have appropriate systems of control to manage customer assets that are 

proportionate to the size of the business, the assets in custody and the risks involved in that business. 

Systems of control related to IT and software should be up to date and meet latest industry protocols 

and standards. 

Systems of control must be implemented to detect and prevent fraud and cybercrime, examples of 

which may include: 

 Multi Factor Authentication; 

 pattern analysis on internet traffic to servers; 

 IP checking; 

 looking for brute-force attacks on account passwords; and 

 multi-level security checks of customers that request access to their accounts. 

A DLT Provider should consider the appropriateness, cost and benefit of obtaining insurance to cover 

customer assets in addition to any other safeguards that are in place.  

Systems of control are expected to be regularly stress-tested.  

A DLT Provider must consider the inherent risks related to customer assets, mitigating controls and 

residual risk and this must be adequately recorded on the firm’s risk register. 

Safeguarding and Segregation 

Customer assets must be held separately from a DLT Provider’s own assets. Customer assets must be 

clearly designated and easily identifiable. Customer assets do not represent property of a DLT Provider 

and must therefore be protected from third party creditors of a DLT Provider.  

There is an expectation that a DLT Provider will implement an appropriate contractual relationship with 

its customers that is reflective of these arrangements. Customers’ agreement to the firm’s terms and 

conditions will ordinarily suffice, provided the arrangements in question are adequately reflected. 

A DLT Provider that uses third parties to store or safeguard customer assets will need to take all 

reasonable steps to ensure that the systems and controls used by the third party provider(s) comply with 

this guidance note and any other obligation imposed on the DLT Provider.  

Furthermore, the DLT Provider should obtain formal acknowledgement that all fiat and virtual assets held 

by the custodian are held in trust and that the custodian is not entitled to combine the amounts with any 

others or to exercise any right of set-off or counterclaim against such assets in respect of any debt owed 

to the custodian by the DLT Provider. 
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A DLT Provider that manages Private Keys relating to cryptographic assets belonging to customers is 

encouraged to not pool values belonging to different customers using the same Keys unless it is confident 

that its processes and controls are sufficiently robust. A DLT Provider must adequately identify the 

customer(s) to which the Keys relate. 

Frequent Reconciliation 

A DLT Provider must take all reasonable steps to ensure that any value is applied to the correct wallets in 

good time.  

A DLT Provider must reconcile customer virtual assets and its own assets as a minimum once a day, and 

customer fiat assets at least on a monthly basis.  

When reconciling virtual asset movements, the firm should ensure that any internally calculated balances 

are reconciled to the expected balance on the underlying blockchain in question. This should be 

performed both at transactional level and also from a closing balance position. Any differences should be 

fully reconciled and investigated. Any unidentified differences leading to a lower amount of virtual asset 

balances on the underlying distributed ledger when compared to the internal records, should be covered 

by the firm until these are investigated and cleared.  

This process should ideally be automated, especially when there is frequent movement in customer funds.  

Record Keeping 

All customer asset records are expected to be stored securely during the relationship with a customer and 

for a minimum of 5 years following termination of the customer relationship (subject to any contrary legal 

requirements). Records are expected to be comprehensive and up to date.  

A DLT Provider is expected to operate continuous (near 24/7) real-time electronic record systems that are 

subject to a regular (i.e. as a minimum, every working day) exceptions-based review by suitable staff. 

Records are expected to include any customer instructions in respect of how to manage customer assets. 

Records are expected to be kept in a manner and format that provides a clear audit trail to enable an 

auditor to sign off on a DLT Provider’s accounts and its systems and controls. 

Naming and Schema 

A DLT Provider must ensure that naming conventions and schema for data used to identify and protect 

customer assets allow the DLT Provider, the GFSC or any person appointed to step-in to manage the DLT 

Provider, to be able to control/manage those customer assets should the need arise.  
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Private Key Management 

Private Keys relating to value stored on behalf of customers should be stored and secured in a manner 

that minimises the risk of loss or theft.  

A DLT Provider in custody of virtual assets based on decentralised public networks should only store 

private keys in online (hot) wallets that are sufficient to meet immediate liquidity needs. Remaining 

private keys should be held in offline wallets (i.e. in cold storage). 

The GFSC will expect DLT Providers to maintain the highest and most relevant industry standards with 

respect to security and management of private keys. It is acknowledged that the industry is constantly 

evolving, this emphasises the importance of a DLT Provider having to evolve its security practices on a 

regular basis in order to adequately protect customer funds. Private keys should be stored with the utmost 

security in mind, while also allowing sufficient liquidity to meet day-to-day requirements.  

The following should be considered: 

 ensuring the keys/seeds are created by the firm; 

 ensuring the key/seed is generated using a random process; 

 implementing multi-signature arrangements to ensure that there is no single point of failure or 

reliance on a single party to initiate transactions; 

 ensuring that redundant keys are assigned, for example 2 out of 3, or 3 out of 5 required to sign; 

 ensuring that the multisig keys are distributed across several geographical locations, and different 

organisational entities if possible; 

 storing backups in separate geographical locations, accessible in the event that it is required as 

part of a DLT provider’s business continuity and disaster recovery plans; 

 transactions are signed in a fully offline environment, and only broadcast to the network when 

required, limiting the possibility of a cyber-attack; 

 strong physical security measures to protect keys held offline; 

 background checks on key holders; 

 sign-off from separate individuals prior to keys signed by the key holders; 

 existence of a key compromise protocol; and 

 external security audits. 

 

The GFSC will expect DLT Providers to adopt best practices and ensure that potential threats or 

vulnerabilities are mitigated. 
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Introduction  
The purpose of this guidance note is to provide a DLT Provider, as defined in the Financial Services 

(Distributed Ledger Technology Providers) Regulations 2020 (the DLT Regulations), with guidance as to 

the operational, technical and organisational standards expected and in some circumstances required by 

the GFSC.  

This guidance note is specifically in respect of regulatory principle 6 of the DLT Regulations (the Regulatory 

Principle).  

The Regulatory Principle states that “A DLT Provider must have effective corporate governance 

arrangements”.  

This document should be read as an interpretative guidance for a DLT Provider and the examples 

contained in this document should be noted as indicative of good practice by a DLT Provider in connection 

with the Regulatory Principle.  

A DLT Provider should note that the GFSC will take this document into account when reviewing a DLT 

Provider’s practices. The operational standards expected and required by the GFSC of a DLT Provider will 

vary depending on the size, particular nature, scale or complexity of the DLT Provider’s business.  

Corporate Governance  
A DLT Provider will need to implement and maintain good corporate governance arrangements, which will 

establish the system by which firms are run and business overseen. This includes its structure, processes, 

culture and strategies and will establish the rules by which authority is exercised and decisions taken and 

implemented to manage all risk types and exposures.   

A DLT Provider will need to deliver and maintain a corporate culture consistent with the secure and 

confident delivery of the Regulatory Principles.  

Culture 
Setting the appropriate culture is the responsibility of the DLT Provider’s board and is crucial for good 

customer outcomes. Directors should lead by example, act with integrity, promote the appropriate culture 

and ensure it is embedded throughout the organisation. This should be reinforced by the directors’ 

actions, including how they interact with customers, employees, the GFSC and any other regulatory 

bodies.   

The DLT Provider’s board is also responsible for evaluating its culture, good conduct and appropriate 

behaviour. This includes:   

• ensuring that the DLT Provider is open and transparent with all its relevant stakeholders, including

customers, shareholders and the regulator(s);

• ensuring that staff members can raise any matters of concern with senior management and the

board;
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• continually raising any issues surrounding independence and conflicts of interest and ensuring

that these are appropriately managed;

• ensuring that all concerns in respect of conflicts of interest are appropriately discussed and

addressed by the board; and

• ensuring that the board and the GFSC are notified where a board member believes their concerns

cannot be resolved.

Board Structure and Size 
A DLT Provider should act through an effective board of directors, which is collectively responsible for its 

success and obligations. The board should have the appropriate balance of skills, experience, 

independence and knowledge of the business industry to enable them to discharge their respective duties 

and responsibilities effectively. This should include the qualities and application necessary to decide, 

formulate and implement strategic and day-to-day policies.   

A DLT Provider should ensure that its directors collectively possess the necessary skills, experience and 

knowledge in respect of at least the following matters:  

• the technical and operational aspects of the DLT Provider;

• the markets in which the DLT Provider will operate;

• the DLT Provider’s business strategy and business model; the DLT Provider’s system of 

governance; and  the regulatory framework and requirements. 

The directors must have sufficient experience and knowledge of the business and the necessary authority 

to detect and deal with any imprudence, dishonesty and/or other irregularities in a DLT Provider.   

The number of individuals who sit on the board should be commensurate to the size and nature of the 

business provided always that this number shall not be less than two. Subject to the minimum number of 

required directors, the board should be of sufficient size that the requirements of the business can be met 

and the business of a DLT Provider may be duly and properly discharged. In addition, the composition of 

a DLT Provider’s board should allow for changes to the board’s composition to be managed without undue 

disruption. All directors should be able to allocate sufficient time to a DLT Provider to discharge their 

respective responsibilities fully and effectively.   

The directors shall deliberate all matters relating to a DLT Provider’s business to procure that a proper 

assessment of the relevant considerations and risks are carried out.   

A DLT Provider shall hold regular board meetings with a pre-arranged agenda including proper reports 

from management of a nature appropriate to its size and type of business.  

Director Responsibilities  
A DLT Provider’s board should set the firm’s values and standards and ensure that its obligations to its 

shareholders and others are understood and met.   

A DLT Provider should clearly designate responsibilities to individual directors on the board. Such 

responsibilities should include functions relating to the DLT Provider’s business and ongoing compliance 
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with regulatory requirements. A DLT Provider may wish to establish a committee consisting of specific 

directors to whom certain functions/oversight shall be designated.   

Any decisions taken by a DLT Provider’s board, which may materially affect the DLT Provider’s business 

and/or the DLT Provider’s compliance with its regulatory requirements, should be appropriately 

documented.  

Non-Executive Directors  
A DLT Provider may consider it necessary and appropriate to appoint individuals as non-executive 

directors. Should a DLT Provider wish to do so, it should apply a detailed and specific procedure for such 

appointments. Non-executive directors should be kept fully abreast of the DLT Provider’s business in order 

to allow them to participate in any relevant decision-making processes diligently and in accordance with 

the non-executive director’s duties to the DLT Provider.  

Oversight of Executive Management 
The DLT Provider’s board should: 

• set the DLT Provider’s strategic direction, offer guidance and obtain advice where needed;

• provide constructive challenge to executive management and hold them to account on goals and

objectives;

• have sufficient understanding of industry and technical discussions to be able to assess the

suitability of plans and any documents being discussed;

• ensure that it has the processes, controls, reports and information needed to be able to

understand and assess the historic and future performance of the DLT Provider; and

• ensure that the procedures for managing risk and ensuring compliance with its obligations are

appropriate for the size, complexity and business of the DLT Provider. This should extend to the

use of internal and external audit as well as outsourced services or specialist skills required for

running the business.

The DLT Provider’s board should ensure that all function holders are accountable to the board as a whole 

and provide regular updates on their areas of responsibility. This should extend to ensuring that the DLT 

Provider’s internal audit is directed in such a way to give the board comfort on the data they are receiving 

to make governance decisions and for the key controls and processes of the DLT Provider.  

Organisation 

Where it forms part of a larger group, a DLT Provider should ensure that its objectives are met and that 

these are not overridden or biased towards group objectives to the detriment of the DLT Provider. This 

can be achieved by having sufficient directors who are not part of group management or the group board.  
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Independence  

Conflicts of interest will exist and it is important that these are mitigated. A DLT Provider’s board should 

ensure that appropriate systems and procedures are put in place to capture and deal with the potential 

conflicts of interest that may arise from an organisation-wide and individual perspective.   

As an example, a DLT Provider should avoid the appointment of its managing director as chair of the board. 

For more details on our expectations regarding conflicts of interest, please refer to Guidance Note 2 on 

Customer Care.  

Individual 

A DLT Provider should assess how many independent non-executive directors are needed to ensure the 

independence of the DLT Provider from shareholders, groups and service providers.   

The GFSC expects DLT Providers to be able to explain the basis for the number of independent 

nonexecutive directors appointed. The following criteria should be considered when assessing the 

independence of individuals:   

• any financial or other obligation the individual may have to the DLT Provider or its directors;

• whether the individual is or has been employed by the DLT Provider or a group entity in the past

and the post(s) held;

• whether the individual is (individually or as part of another organisation) or has been a provider

of professional services to the DLT Provider in the recent past;

• whether the individual is or represents a significant shareholder;

• circumstances where the individual has acted as an independent non-executive director of the

DLT Provider for extended periods;

• any additional remuneration received in addition to the director’s fee, related directorships or

shareholdings in the DLT Provider; and

• any close business or personal relationship with any of the DLT Provider’s directors or senior

employees.

Where factors are identified which could suggest threats to independence, the DLT Provider’s board 

should consider and discuss whether the individuals are indeed independent and document their 

considerations in the relevant board minutes.   

Overall 

A DLT Provider should re-assess the independence and effectiveness of its board and the individuals on 

the board periodically. It should document and minute how it has considered these issues and has applied 

good practice.  

Mind and Management 
The GFSC has established criteria for Mind and Management that all applicants, including a DLT Provider, 

must satisfy.   

A DLT Provider must ensure that the Mind and Management of the business is conducted from its office 

in Gibraltar, and that the firm can evidence this. Where firms provide services to customers in jurisdictions 
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outside Gibraltar, the firm should be able to continue to demonstrate that its Gibraltar office complies 

with the GFSC’s Mind and Management requirements.   

The GFSC will consider this criteria when assessing the extent to which an applicant has complied (or ought 

to comply) with this guidance note, taking into account the particular circumstances of a DLT Provider and 

its business model.  

Four-Eyes Principle  
There is an overriding requirement for two designated individuals of a DLT Provider to carefully review 

and consider all aspects of the business of the DLT Provider on an ongoing basis, to minimise the risk of 

error, poor judgement and/or oversight, and to ensure prudent consideration of all matters relevant to 

the operations of the DLT Provider’s business.   

Both individuals must demonstrate the qualities and application necessary to influence strategy, day-

today policies and their implementation, and both must actually do so in practice.   Both persons' 

judgement must be engaged in order that major errors leading to difficulties for the business as a whole 

are less likely to occur.   Further, they must have sufficient experience and knowledge of the business and 

the necessary authority to detect and deal with any imprudence, dishonesty or other irregularities in the 

firm.  

In determining whether a firm meets the four-eyes principle, the GFSC will consider: 

• the seniority and authority of the persons; and

• whether the individuals are conducting their roles on a day-to-day basis within Gibraltar.

A non-executive director, for example, would be automatically excluded from performing this role. 

Similarly, non-resident executive directors or non-resident executive managers would normally fail to 

meet this requirement. A person who is permanently employed in Gibraltar and discharges that 

employment in Gibraltar but resides in close proximity in Spain, will, for the purposes of this criterion, be 

considered “resident”. The GFSC will consider, on a case-by-case basis, representations from a DLT 

Provider, to appoint a non-resident. The DLT Provider will need to satisfy the GFSC that the individual will 

still be able to fulfil their obligations.    

Performance Reviews and Succession Planning 
A DLT Provider’s board should consider its performance and that of its committees and members on an 

annual basis, assessing the contribution of individual directors and the ability to interact and work as a 

team. It would be appropriate for the chair of the board to lead on this in conjunction with independent 

non-executive directors where necessary.   

Board members should engage with the process and consider any feedback or development needs 

identified. Succession planning should be considered well in advance and should allow for periodic 

refreshment of the Board to avoid independence issues arising and to allow new skills and experience to 

be brought in where needed.  
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Resource and Time Availability 
A DLT Provider’s board should ensure, as a collective and when making individual appointments, that its 

members will have sufficient time and support to carry out their responsibilities. Prior to making an 

appointment, the board should assess the relevant skills and time availability of the individuals being 

considered against the responsibilities that will accompany the post. Assessments should then be 

undertaken periodically, (at least on an annual basis), to ensure that individuals can continue to fulfil the 

roles to which they were appointed.  

Compliance  
A DLT Provider should take all reasonable steps, including the establishment and maintenance of 

appropriate systems, processes and procedures, to ensure that its officers, employees and other 

representatives are aware of their obligations, and that they act in conformity with them.   

A DLT Provider should designate an appropriately skilled and experienced person as its compliance officer. 

The DLT Provider may delegate the compliance function to a third-party service provider provided the 

standards of the delegate and the requirement for oversight set out in the “Outsourcing” section below 

are satisfied. The DLT Provider will retain ultimate responsibility for the function.   

Servers  
There is no specific requirement for a DLT Provider to have its technology or servers physically located in 

Gibraltar. Similarly, a DLT Provider will not ordinarily be required to have its intellectual property held in 

Gibraltar, as this may be held by an affiliate company outside Gibraltar.   

A DLT Provider will be able to use cloud services to host its business platforms and this can be outsourced 

to reputable and secure cloud service providers locally or outside Gibraltar so long as the DLT Provider 

can demonstrate it has access to, and adequate oversight over, cloud storage and processing.   

A DLT Provider should ensure that it has access to all relevant records, and can provide access to the GFSC 

on demand, at all times and have arrangements in place in the event of failure of primary record storage 

systems.  

Accountability 

Supervisory Information Capture Return 

A DLT Provider will be required to submit a Supervisory Information Capture Return (SICR) on an annual 

basis. SICR will seek confirmation and/or further details on certain functions, operations, products and 

services carried out by the DLT Provider.   

SICR will provide the GFSC with information on how the business is doing generally, whether the volume 

of the business is increasing or decreasing, the key risks faced, how these risks are being mitigated and 

what effect this may be having on the DLT Provider. SICR is also an opportunity for the DLT Provider to 

confirm it has been complying with the DLT Regulatory Principles on an ongoing basis.   
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Reports by exception 

A DLT Provider’s board should provide a report to the GFSC addressing any notable matters that have 

arisen during operations, including but not limited to:   

• governance issues;

• customer complaints;

• systems failures or attacks;

• business interruptions;

• significant business challenges; and

• any business systemic or industry risks and how these issues have been or are being addressed.

Relationship with Regulator 
A DLT Provider will need to have an open, cooperative and transparent relationship with the GFSC and 

other regulators and must disclose to them any matter of which the regulator would reasonably expect 

notice.   

A DLT Provider will need to notify the GFSC of any proposed changes to its shareholding structure, board 

of directors and/or any material changes and/or risks to the business at the earliest possible opportunity, 

including but not limited to, any changes that ought reasonably to have formed part of a DLT Provider’s 

application.  

Outsourcing 
A DLT Provider may outsource certain services and, if the DLT Provider wishes to do so, it should apply fit 

and proper procedures in assessing that service provider’s ability to perform the required obligations. A 

DLT Provider should designate a director within the company with overall responsibility for any 

outsourced function. The designated director will need to possess sufficient knowledge and experience 

regarding the outsourced function to be able to challenge the performance and results of the service 

provider.  

A DLT Provider may also outsource certain services to affiliate companies within a group structure. The 

entity responsible for fulfilling the governance requirements at group level should document which 

functions relate to which legal entity within the corporate group structure and ensure that the 

performance of the key functions is not impaired by such arrangements. A DLT Provider will retain 

ultimate responsibility for any outsourced functions. Further information on the GFSC’s expectations 

around outsourcing can be found here.  
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Introduction  
The purpose of this guidance note is to provide a DLT Provider, as defined in the Financial Services 

(Distributed Ledger Technology Providers) Regulations 2020 (the DLT Regulations), with guidance as to 

the operational, technical and organisational standards expected and in some circumstances required by 

the GFSC.  

This guidance note is specifically in respect of regulatory principle 7 of the DLT Regulations (the Regulatory 

Principle).  

The Regulatory Principle states that “A DLT provider must ensure that all systems and security access 

protocols are maintained to appropriate high standards”.  

This document should be read as interpretative guidance for a DLT Provider and the examples contained 

in this document should be noted as indicative of good practice by a DLT Provider in connection with the 

Regulatory Principle.  

A DLT Provider should note that the GFSC will take this document into account when reviewing a DLT 

Provider’s practices. The operational standards expected and required by the GFSC of a DLT Provider will 

vary depending on the size, particular nature, scale or complexity of the DLT Provider’s business.  

  

  
Cybersecurity and IT Vulnerabilities  
Risks associated to cybersecurity and IT vulnerabilities could seriously and adversely affect a DLT 

Provider’s customers as well as the soundness, financial stability and reputational integrity of a DLT 

Provider.   

In order for firms to safeguard themselves from potential attacks, it is important that as part of any 

countermeasure systems introduced, the following be considered:  

• management of risks: Understanding the range of data held by the business and who has access 

to the most sensitive information. Regular reviews of access rights to data and proper data 

classification measures is good practice;  

• keeping Systems Updated: Ensuring networks and systems are kept up to data and fully patched;  

• 2FA: employing two-factor authentication for the most sensitive information; and  

• disaster recovery: ensuring critical and sensitive systems and data are backed up adequately and 

any recovery processes tested regularly. This should include planning for worse case scenarios 

and ensuring that adequate Crisis Management Teams, Business Continuity Plans and Disaster 

Recovery Plans are maintained.  

  

    
Board of Directors and/or Senior Management  
A DLT Provider’s board of directors and senior management need to be able to understand the firm’s 

business and potential cyber threats as a result of the use of technology platforms within the business. 

Involvement at this level in understanding and engaging with potential cyber risk matters should be 

promoted and a security risk conscious regime should be adopted by the DLT Provider.  

Directors and senior management responsibilities in relation to cybersecurity should include:  
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• ensuring ethical data and security governance is kept;

• having good cyber risk management culture and practices;

• aligning of business strategic objectives with information and communications technology (ICT)

objectives;

• having adequate cybersecurity budget and resourcing;

• management of the firm’s cybersecurity controls and frameworks through adequate periodic

testing and reporting; and

• ensuring all cyber controls are disseminated throughout all areas servicing the firm’s operational

model.

Information Security 
A DLT Provider should appoint an individual, with sufficient authority, with responsibility for overseeing 

and implementing the DLT Provider’s information and cybersecurity policies, programmes and initiatives. 

The implementation of all security measures within a DLT Provider’s network infrastructures should be to 

current industry standard requirements, ensuring these include segregated levels of authoritative controls 
and adequate administrator segregation to avoid any potential cyber risks.  

The nominated person should ensure that: 

• users are adequately kept informed about potential cyber risks and threats. Education of staff on

security and cyber risk is important;

• the controls, processes and policies are understood and followed by all those involved in a DLT

Provider’s day to day business;

• appropriate user and device credentials are maintained. Strong passwords and keys should be

used when logging into hardware or software platforms. The use of all high privileged credentials

should be kept to a minimum and adequately logged; and

• appropriate Cyber Training and Cyber accreditation is obtained/achieved.

It is good practice to follow industry standards in cyber and security founded on the following: 

• ISO 27001 Security Policies;

• the national Cyber Security Centre’s website : www.ncsc.giv.uk/guidance/10-steps-cybersecurity;

and

• Cyber Security Information Sharing Partnerships (CiSP): www.ncsc.gov.uk/cisp.

ICT Governance 
A DLT Provider will be required to have adequate infrastructures (to industry standards), commensurate 

to its business needs and complexity, in order to safeguard the integrity of its data/information, clients 

and assets.  

These should comply with ICT requirements, ensuring that the relevant cyber requirements are embedded 
in its security protocols, including:  

http://www.ncsc.giv.uk/guidance/10-steps-cyber-security
http://www.ncsc.giv.uk/guidance/10-steps-cyber-security
http://www.ncsc.giv.uk/guidance/10-steps-cyber-security
http://www.ncsc.giv.uk/guidance/10-steps-cyber-security
http://www.ncsc.giv.uk/guidance/10-steps-cyber-security
http://www.ncsc.giv.uk/guidance/10-steps-cyber-security
http://www.ncsc.giv.uk/guidance/10-steps-cyber-security
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• strong IT governance allowing the management of IT risks with adequate process to adjust these

as and when required;

• adequate procedures and policies to mitigate potential cyber or security attacks or leaks with

these being updated regularly to accommodate the ever changing landscape evolving around
cyber security;

• clearly defined roles and responsibilities around ICT infrastructures with clearly demarcated

segregation and adequate levels of access around all areas of systems; and

• integration of processes and procedures into the risk framework methodology.

Incident handling should form part of the integrated processes ensuring mitigation steps are implemented 

around any risk crystallising and a Root Cause Analysis is carried out.  

Satisfactory patch management at all infrastructure levels should be maintained and not delayed. DLT 

requires online access to areas that could adversely affect the security of systems and create 

vulnerabilities if these systems are not kept up to date with the most recent security releases.  

Using a formal IT governance framework ensures the alignment of an organisation’s IT and business 

strategy. The international standard for the corporate governance of IT is ISO/IEC 38500:2015. This sets 

out principles, definitions and a high-level framework that organisations of all types and sizes can use to 

better align their IT with organisational decisions.  

By following such a framework, firms can demonstrate measurable results against their broader strategies 

and goals, ensure they meet relevant legal and regulatory obligations, and assure stakeholders that they 

can have confidence in the use of IT.   

Independent Assessments and Tests 
A DLT Provider should perform independent external tests (Penetration Tests) by an accredited third party 

and ensure the security and mitigation are adequate and in accordance to the set objectives. Penetration 
tests should cover as a minimum the following:  

• Whitebox testing - Full information about the target is shared with the testers. This type of testing

confirms the efficiency of internal vulnerability assessment and management controls by

identifying the existence of known software vulnerabilities and common misconfigurations in an

organisation's systems; and, separately,

• Blackbox testing - No information is shared with the testers about the internals of the target. This

type of testing is performed from an external perspective and is aimed at identifying ways to

access an organisation's internal IT assets. This more accurately models the risk faced from

attackers that are unknown or unaffiliated to the target organisation. However, the lack of

information can also result in vulnerabilities remaining undiscovered in the time allocated for

testing.

https://www.itgovernance.co.uk/shop/product/iso38500-iso-38500-it-governance-standard
https://www.itgovernance.co.uk/shop/product/iso38500-iso-38500-it-governance-standard
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A DLT Provider must ensure it follows the DLT Provider’s Corporate Governance Guidance Note 

“Outsourcing” section and GFSC outsourcing Guidance Note. 

Cloud Computing 
A number of cloud providers are available delivering a wide range of IT services. Each of these have 

associated risks and cyber implications, and therefore firms are expected to consider these when engaging 

with a provider.   
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Introduction  
The purpose of this guidance note is to provide a DLT Provider, as defined in the Financial Services 

(Distributed Ledger Technology Providers) Regulations 2020 (the DLT Regulations), with guidance as to 

the operational, technical and organisational standards expected and in some circumstances required by 

the GFSC.  

This guidance note is specifically in respect of regulatory principle 8 of the DLT Regulations (the Regulatory 

Principle).  

The Regulatory Principle states that “A DLT Provider must have systems in place to prevent, detect and 

disclose financial crime risks such as money laundering and terrorist financing”.  

This document should be read as interpretative guidance for a DLT Provider and the examples contained 

in this document should be noted as indicative of good practice by a DLT Provider in connection with the 

Regulatory Principle.  

A DLT Provider should note that the GFSC will take this document into account when reviewing a DLT 

Provider’s practices. The operational standards expected and required by the GFSC of a DLT Provider will 

vary depending on the size, particular nature, scale or complexity of the DLT Provider’s business.  

Scope and Applicability 
A DLT Provider is defined as providing a Regulated Activity under the Financial Services Act 2019 and is 

therefore caught as a relevant financial business under the Proceeds of Crime Act (POCA).   

The GFSC’s Guidance Notes on ‘Systems of control to prevent the financial system from being used for 

Money Laundering or Terrorist Financing activities’ (AMLGNs) also apply to a DLT Provider. The AMLGNs 

should be read in conjunction with this Guidance Note. The word “must” in section 33(2) of POCA imports 

an obligation on the Courts to “consider” the AMLGNs in determining whether a person has complied 

with POCA.  

The overarching requirements of the AMLGNs are six Statements of Principle that each firm must put in 

place in order to mitigate the risks that it is exposed to (please refer to chapter 4 of the AMLGNs for 

further details):  

• SP1 The senior management of a firm is responsible for ensuring that the systems of control

operated in the firm appropriately address the requirements of both the legislation and these

guidance Notes.

• SP2 Firms must adopt a risk-based approach to these statements of principle and their

requirements.

• SP3 All firms must know their customer to such an extent as is appropriate for the risk profile of

that customer.

• SP4 Effective measures must be in place that require firms to have both internal and external

reporting requirements whenever money laundering or terrorist financing is known or suspected.

• SP5 The firm will establish and maintain effective training regimes for all of its officers and

employees.
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• SP6 Firms must be able to provide documentary evidence of their compliance with the legislation

and these Notes.

These additional notes provide sector specific guidance on mitigating measures and provides the risk 

context for this sector.   

Risk and Context 
The Financial Action Task Force (FATF) has recognised the need to adequately mitigate the money 

laundering and terrorist financing risks associated with virtual asset activities, and has set out detailed 

implementation requirements for effective regulation and supervision/monitoring of virtual asset services 

providers. For the purposes of complying with the FATF Recommendations, countries should consider 

virtual assets as “property,” “proceeds,” “funds”, “funds or other assets,” or other “corresponding value”. 

By subjecting a DLT Provider to regulation and supervision and applying POCA to their activities, Gibraltar 

seeks to mitigate these risks.   

Measures  
In addition to the provisions of the AMLGNs, the following additional measures should be applied when a 

DLT Provider is establishing a business relationship or executing a one-off transaction. These additional 

mitigation measures are designed to be technology neutral.   

It is therefore essential to the understanding of the AMLGNs, to determine whether the applicant business 

is undertaking a one-off transaction, or whether the transaction is the initial step in a business relationship 

as this can affect the verification requirements.   

B2B versus B2C 
A DLT Provider may be providing services and products to both Business-to-Business (B2B) and/or 

Business-to-Consumer (B2C) segments. Whilst the know your customer (KYC) requirements of POCA 

apply, it is important to differentiate on a risk-based approach, between the risks presented by both of 

these in the context of money laundering and terrorist financing risks. A DLT Provider must document its 

risk tolerance and assessment carefully for each of the products or services it offers in accordance with 

Chapter 6 of the AMLGNs.   

Irrespective of the type of product or service provided, if there is a knowledge or suspicion of money 

laundering or terrorist financing, the obligation to submit a Suspicious Activity Report (SAR) under POCA 

applies.  

B2B 
In respect of B2B, it is very important for a DLT Provider to know the nature of its client’s business, the 

managers and business owners, and the manner in which these operate.   
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A DLT Provider providing services or products on a B2B basis, which does not offer conversion of fiat 

currencies to any type of stored value and vice-versa, need not apply the transaction monitoring 

requirements of the AMLGNs to the B2B’s underlying customers. However, the legal requirements 

contained in POCA shall continue to apply.   

DLT Providers are not expected to have access to data relating to the customers of their B2B clients or 

request the same for money laundering or terrorist financing purposes. However, monitoring of B2B 

clients should include monitoring to ensure “that the transactions are consistent with the relevant 

financial business’s or person’s knowledge of the customer, his business and risk profile, including where 

necessary the source of funds and keeping the documents, data or information obtained for the purpose 

of applying customer due diligence measures up-to-date”, as set out in Section 12(2) of POCA.  

Customer Due Diligence and Know Your Customer 
The customer due diligence measures (CDD) and KYC requirements of POCA apply to a DLT Provider. 

However, the GFSC is keen to support new technologies and the emerging use of information and data to 

carry out due diligence (and not just reliance on documents) that enable easier management of CDD (see 

further below).   

The GFSC will take a view on the adequacy of any new technologies used to support a DLT Provider to 

comply with its CDD and/or KYC obligations as part of the application process and in the context of a DLT 

Provider’s business, product(s) and/or service(s).   

A DLT Provider will be required to comply with CDD as set out in Part III of POCA. 

A DLT Provider is also required to document the purpose and intended nature of a relationship and this 

must form part of the customer identification process. For further details, please refer to chapter 7.7.2.2. 

of the AMLGNs.    

It is important to note that in this respect R91 of the AMLGNs states as follows: 

The minimum due diligence requirements to satisfy customer identification documentation on nature and 

source of income or wealth is ascertained by documenting this to a level of “plausible verifiability”.  

The term “plausible verifiability” is made up of two constituents: 

Plausible.  

This is the documentation that the customer’s economic activity is commensurate with the information 

that the firm will have before it through its due diligence processes. It should be clear to a firm when a 

customer is providing a source of economic activity that is incompatible with the information before it. In 

such cases the firm should consider the implications of such a statement or evidence and whether, as a 

result, a suspicious transaction report should be made to GFIU.  

Verifiability. 

This is documentation of the economic activity to a level of detail that would enable the firm, law 

enforcement agencies or other bodies to independently verify the source of income or wealth if the 

customer’s risk profile increased, or money laundering or financing of terrorism was known or suspected.  
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It is clear from this that a description of “business man” would clearly be inappropriate as this is not 

verifiable. A description of “Management Consultant, MD of owner owned company X Management 

Consultants Limited of Number 1 The High Street, London, W23 1PX, UK” would be verifiable as the 

business and the address would be easily verifiable and the activity on the business relationship could 

easily be matched to the description provided. Again, any discrepancies between the information provided 

and the actual activity should prompt the firm to independently verify this information themselves or to 

make a suspicious transaction report.  

A firm will be able to identify the country risk posed to it from the source of the income or wealth of 

the business relationship.  

R92 As the business relationship’s risk profile increases, the firm must move away from “plausible 

verifiability” to” independent verification” of economic activity in order to satisfy the customer 

identification documentation requirements in relation to the source of income or wealth.  

R93 Independent verification requires that firms seek additional information on the economic activity of 

the business relationship from reliable and independent sources.  

Simplified due diligence measures 
The GFSC will consider representations made on a case-by-case basis, to allow DLT Providers to apply 

simplified due diligence in cases where they have:   

• made a comprehensive risk assessment that determines that the transaction, product or service

in question is deemed to be low risk; and

• they consider that they have sufficiently robust systems of controls.

Nonetheless, the traceability principles below need to be complied with in order to determine if one or 

more transactions are linked and result in this limit being breached. Similarly, if money laundering or 

terrorist financing is known or suspected, full KYC and SAR requirements apply.   

Enhanced due diligence measures 
A DLT Provider must apply enhanced due diligence measures in accordance with Chapter 6 of the AMLGNs. 

This includes in the following circumstances:  

 for PEPs, family members of PEPs and close associates of PEPs;  

 when dealing with a customer established in a high risk country; and 

 where the firm has risk scored the customer as high risk.  

eID for Verification of CDD Measures 
The objective of CDD is to properly identify and verify parties (whether natural or legal persons) to a 

transaction or payment. Electronic identification and trust services (governed by the eIDAS Regulation - 

EU Regulation no 910/2014) are relevant when opening a business relationship with a DLT Provider. 
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Currently the eIDAS framework is one of the cornerstones of the Digital Single Market covering all 

elements of an electronic identification and authentication. A list of designated bodies, certified qualified 

signature creation devices, and certified qualified seal creation devices can be found here.  

Where POCA refers to identifying and verifying a customer’s identity on the basis of documents, data or 

information obtained from a reliable source, this should be read as also including electronic identification 

and relevant trust services as set out in Regulation 910/2014.   

Traceability 
A DLT Provider must know the identity of each and every customer and not process transactions where it 

does not know the customer’s identity.   

A DLT Provider must keep records of customer details and transactions including those on a distributed 

ledger so that holdings and transactions can be traced to each customer. These records must form part of 

the document retention processes of the DLT Provider and must be retained for a minimum of five years 

after the end of the business relationship or one-off transaction.   

A DLT Provider should capture, record and retain unique identifiers of devices and network connections 

used by customers in communicating with the DLT Provider. Unique identifiers include (without limitation) 

IP address, MAC address, IMEI, ICCID, MEID, SEID and UUID. Recorded unique identifiers should form part 

of the document retention processes of the DLT Provider.   

A DLT Provider should have systems to detect attempts by customers to circumvent CDD requirements or 

to obfuscate the nature and purpose of transactions. As part of its transaction monitoring processes, a 

DLT Provider should have systems to detect incongruity between information known about or provided 

by customers and information gathered during transactions. Incongruities and anomalies should be 

flagged, investigated and risk assessed for financial crime purposes.  

Appointment and role of the Money Laundering Reporting Officer (MLRO) 
DLT Providers are required to appoint an MLRO. Section 28 of POCA imposes a requirement on all relevant 

financial businesses to identify a person to carry out the function of the MLRO. Chapter 5 of the AMLGNs 

supplements the requirements by setting out that the overall responsibility for money laundering 

prevention lies with senior management and controllers of a firm. The MLRO is responsible for the 

oversight of the firm’s anti-money laundering activities and is the key person in the implementation of the 

anti-money laundering strategy of the firm. The MLRO needs to be senior, free to act on his own authority 

and to be informed of any relevant knowledge or suspicion in the firm.   

Outsourcing 
A DLT Provider can choose to outsource some of its systems and controls and/or processing outside of its 

organisation and of Gibraltar. For example, some firms may outsource online ID verification, screening or 

the analysis of the provenance of virtual asset transactions to third party providers. Whilst third party 

resources may be used to assist the process, the firm is ultimately responsible for carrying out its own risk 

assessment of all potential customers.  The outsourcing of a function does not exempt the DLT Provider 

https://ec.europa.eu/futurium/en/content/compilation-member-states-notification-sscds-and-qscds


Gibraltar Financial Services Commission Guidance Note 9 7 

of its statutory and regulatory requirements. In all instances of outsourcing, it is the delegating firm that 

bears the ultimate responsibility for systems of control in relation to the activities outsourced. This will 

include the requirement to ensure that the provider of the outsourced services has in place satisfactory 

AML/CFT systems, controls and procedures, and that those policies and procedures are kept up to date 

to ensure compliance at all times, with the requirements of Gibraltar legislation, the AMLGNs and this 

guidance note.  

Training 
A DLT Provider must establish and maintain an effective training regime for all of its officers and 

employees, including senior management and Directors. A DLT Provider is expected to keep up to date 

with relevant tools and current technology to be able to analyse, detect and prevent the use of virtual 

assets for illicit activities and to ensure methods used are fit for purpose.   

The obligations set out in Section 27 of POCA are expanded and clarified in the Chapter 9 of the AMLGNs. 

Internal Audit 
A DLT Provider must ensure that an independent audit is undertaken for the purposes of testing the below 

listed policies, controls and procedures in accordance with Chapter 5 of the AMLGNs:   

• customer due diligence measures and ongoing monitoring;

• reporting;

• record keeping;

• internal controls;

• risk assessment and management;  compliance management; and  employee 

screening.

The frequency and extent of the audit shall be proportionate to the size and nature of the business. 
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Introduction 

The purpose of this guidance note is to provide a DLT Provider, as defined in the Financial Services 

(Distributed Ledger Technology Providers) Regulations 2020 (the DLT Regulations), with guidance as to 

the operational, technical and organisational standards expected, and in some circumstances required, 

by the GFSC. 

This guidance note is specifically in respect of regulatory principle 9 of the DLT Regulations (the Regulatory 

Principle). 

The Regulatory Principle states that “A DLT Provider must be resilient and must develop contingency 

plans for the orderly and solvent wind down of its business”. 

This document should be read as interpretative guidance for a DLT Provider and the examples contained 

in this document should be noted as indicative of good practice by a DLT Provider in connection with the 

Regulatory Principle. 

A DLT Provider should note that the GFSC will take this document into account when reviewing a DLT 

Provider’s practices. The operational standards expected and required by the GFSC of a DLT Provider will 

vary depending on the size, particular nature, scale or complexity of the DLT Provider’s business. 

 

 
Resilience 

A DLT Provider will need to develop, test and maintain adequate business continuity, disaster recovery 

and crisis management plans that are embedded into its risk management policies and procedures. 

Preparedness for any potential threat or loss should form part of the disaster recovery plans, as well as a 

well-managed and structured business continuity management process. Periodic testing of the plans and 

their processes, occurring once a year at a minimum, should form part of the firm’s business model. 

 

 
Business Continuity 

A DLT Provider should have a documented Business Continuity Plan (BCP) that includes roles, 

responsibilities and actions to ensure business continuity following any disruptions and/or interruptions 

to critical functions. A BCP includes disaster recovery planning. 

In the event of a significant or substantial disrupted service (that, for example, causes pending 

transactions to be aborted) a DLT Provider is required to implement procedures to protect consumers in 

a way that is compliant with the DLT Principles and fair to all those affected. The procedures should be 

readily available to the DLT Providers Crisis Management Team (CMT). 

Backup and recovery procedures should be in place to ensure appropriate data and information (e.g. logs 

and financial information) are backed up on a regular basis and can be restored in the event of a disaster. 

Backup and disaster recovery responsibilities between software providers and operators should be clearly 

defined. 

Information required for the fair resolution of an incomplete transaction should be recoverable by the 

firm’s system. 
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Recorded transaction information involving a customer’s value should be recoverable by the system in 

the event of a failure or malfunction. 

A DLT Provider should have adequate arrangements in place to ensure appropriate coverage of its key 

functions and the continuity of services to its clients and be able to continue to meet its regulatory 

obligations in the event of an unforeseen interruption to internal or outsourced services. These should 

include but not be limited to: 

 a Business Impact Assessment (BIA) considering the risks and likelihood of potential disruptions to the 

continuity of operations; 

 the creation of a Crisis Management Team (CMT), Business Continuity Plan and Disaster Recovery Plan 

in accordance with industry standards (e.g. ISO 27301); 

 having adequate documentation on the strategic approach to be taken in order to maintain the 

continuity of its operations in the event of a failure, inclusive of recovery operations to achieve this; 

 having adequate internal and external Communications Strategies and Plans; and 

 the regular testing of BCP and DR arrangements (at least bi-annually), including an adequate test run 

(at least annually). All tests need to be documented and logged with any findings. 

 

Disaster Recovery 

There should be a suitably documented incident handling procedure that allows a DLT Provider to 

smoothly transition from incident detection/trigger to resolution. 

IT back-ups and contingencies should be enabled to cover a number of areas such as: 

 Internet connectivity; 

 Servers; 

 IT physical assets; 

 Cyber security threats; 

 Anti-virus software; and 

 Duplicate sites. 

Industry standards, such as those contained in Business Continuity ISO 22301, are a good measure to be 

used when implementing CMT, BCP and DR. 

 

 

Testing 

Comprehensive functional and security testing should be carried out before systems are made operational 

and subsequently performed at suitable intervals proportionate to the size and structure of a DLT 

Provider’s operations. This should include physical security, IT security and cybersecurity. 
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Change Management 

Risks and potential security vulnerabilities can occur when changes are made to processes and procedures 

that might impact an organisation’s operations. For this reason, we expect DLT Providers to have adequate 

change management processes in place taking into account the following; 

 

 an impact assessment of any proposed changes; 

 a migration or change plan; 

 rollback processes; 

 detailed plan on how the testing of any change is to be conducted; and 

 a backup plan.  

 

Records 

A list of all counterparties/service providers should be maintained on a real-time basis. This should include 

key contractual information in order to understand what the risks related to each counterparty/service 

provider are. 

A list of systems and services should be appropriately maintained on a real-time basis in order to 

understand what is subject to security risks and which systems a DLT Provider relies upon the most.  

A DLT Provider should ensure that it has access to all relevant records at all times, have backup 
arrangements in place, and be able to  provide access to the GFSC on demand, in the event of failure of 
its primary record storage systems. 

 
 

Key Person 

Dependence on key individuals is a significant risk that a DLT Provider should consider and manage in 

line with its risk management framework. 

 

Winding Down Process 

A DLT Provider should have processes and controls in place to inform the board and senior management 

of the need to trigger the winding down of its business operations. 

Should these triggers materialise, a DLT Provider should immediately notify the GFSC to discuss potential 

solutions and recovery options. 

If a decision to wind down is made, suitable and timely communications should be made to all customers 

and creditors. 

A DLT Provider should consider how it could close down its regulated business in an orderly manner, 

including under stressed conditions and with minimum disruption to its customers. 
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