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1. Foreword 
 

For the purposes of this sector specific guidance, the business of a payroll agent refers to a 
business conducting activity included in paragraph 2(6)(k) of Schedule 4 to the Proceeds of 
Crime Act 2008 (“POCA”). The activity is defined as follows: 

 

2 Business in the regulated sector 

(6) This sub-paragraph applies to -  

(k) subject to sub-paragraph (10), a payroll agent as defined in sub-paragraphs (7), 
(8) and (9) 

 

(7) For the purpose of (6)(k) “payroll agent” means a person who is involved with the 
payment of earnings to, or for the benefit of, any individual.  

(8) Sub-paragraph (7) applies where the payroll agent is not the individual’s employer.  

(9) Sub-paragraph (7) also applies where—  

(a) the payroll agent is the individual’s employer but the place of work of the 
individual is outside the Island;  

(b) the work being carried out by the individual is not being carried on directly for 
the payroll agent or any company within a group to which the payroll agent belongs; 
and  

(c) the work being carried out by the individual is not the principal trade or business of the 
payroll agent. (10) Sub-paragraph (7) does not apply to a technical service provider who 
only provides services which support the provision of payroll services and at no time takes 
possession of the funds being transferred.  

 

For the purpose of this sub-paragraph “technical service provider” means a person who 
supports the provision of payroll services by providing services including –  

(a) the processing and storage of data;  

(b) trust and privacy protection services;  

(c) data and entity authentication;  

(d) information technology and communication network provision; and  

(e) the provision and maintenance of terminals and devices used for payroll 
services. 

  

To provide additional clarification in relation to who would be classed as a payroll agent; 
where a business processes the payroll calculations, collects the funds from an 
employer/business, pays the net proceeds to the employee/contractor and arranges for the 
payment of withheld taxation to the relevant authorities this would be considered the 
business of a payroll agent as defined above even where the employee / contractor is based 
outside the Island. 

 

https://legislation.gov.im/cms/
https://legislation.gov.im/cms/
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Where a business is purely involved with the calculation of wages and the calculation of any 
associated deductions and tax liabilities (such as ITIP / VAT / NI) but does not enter into the 
possession of funds, this activity falls in line with the aforementioned technical service 
provider definition and therefore this business would not be considered to be a payroll agent 
as defined by the Act. However, where a business is undertaking any form of calculations 
relating to tax it should consider whether it would be classed as a “tax advisor” (activity 
included at paragraph 2(6)(j) of Schedule 4 to POCA) or “external accountant” (activity 
included at paragraph 2(6)(i)  of Schedule 4 to POCA).  

 

By virtue of being included in Schedule 4 to POCA, the business of a payroll agent is subject 
to the Anti-Money Laundering and Countering the Financing of Terrorism Code 2019 (“the 
Code”). Also, this sector is included in the Designated Businesses (Registration and Oversight) 
Act 2015 which came into force in October 2015. The Financial Services Authority (“the 
Authority”) has the power to oversee this sector for Anti-Money Laundering and Countering 
the Financing of Terrorism (“AML/CFT”) purposes.  

2. Introduction 
 

The purpose of this document is to provide some guidance specifically for the payroll agent 
sector in relation to AML/CFT. This document should be read in conjunction both with the 
Code and the main body of the AML/CFT Handbook (“the Handbook”).  
 
Though the guidance in the Handbook, and this sector specific guidance, is neither legislation 
nor constitutes legal advice, it is persuasive in respect of contraventions of AML/CFT 
legislation dealt with criminally, by way of civil penalty or in respect of the Authority’s 
considerations of a relevant person’s (as such term is defined in paragraph 3 of the Code) 
regulatory / registered status and the fit and proper status of its owners and key staff where 
appropriate. 
 

This document covers unique money laundering and financing of terrorism (“ML/FT”) risks 
that may be faced by the sector and provides further guidance in respect of approaches to 
customer due diligence where it may vary across sectors.    

 

There is not yet a published typology paper in respect of this sector from the FATF. Therefore 
the risk factors within this document are based on the following FATF reports regarding 
accountants as some of the risk factors are common across both sectors.  

 

 Risk Based Approach for Accountants 

 Guidance for a risk based approach – Accounting profession  

 

Due to common overlaps in the provision of payroll services with those of tax advisers or 
accountants, the Authority recommends that relevant persons familiarise themselves with 
these documents, and any other relevant documents published concerning the payroll, 

https://www.iomfsa.im/amlcft/amlcft-requirements-and-guidance/
https://www.iomfsa.im/amlcft/amlcft-requirements-and-guidance/
http://www.fatf-gafi.org/media/fatf/documents/reports/RBA%20for%20accountants.pdf
https://www.fatf-gafi.org/media/fatf/documents/reports/RBA-Accounting-Profession.pdf
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accounting or tax advisory sectors. Also, some case studies are included to provide context to 
the risks of the sector.   

 

2.1 National Risk Assessment 
 

The Island’s National Risk Assessment (“NRA”) was published in 2015 and was updated in 
2020. Payroll agents must ensure their business risk assessment (and customer risk 
assessments where necessary) take into account any relevant findings of the NRA.   

Payroll agents could be vulnerable to ML/TF in a number of ways, including the creation of 
”ghost” employees/contractors by fraudsters using either real or fabricated personal details. 
The NRA sets out the main risks and vulnerabilities in further detail. 

The level of risk for ML is assessed as medium for payroll services due to the factors identified 
in the NRA and considering the comparative size of the sector in the IoM and existing 
typologies. There are currently no typologies in respect of the use of payroll agents for TF; 
payroll does not appear to be a preferred route for TF and therefore the risk of TF is assessed 
as medium low.   

3. Risk Guidance 
 

The ML/FT risks of a payroll agent will vary for each business based on a wide range of factors 
such as the type of products they supply, their customers and delivery channels. The services 
of a payroll agent may be used by money launderers to provide an additional layer of 
legitimacy to the criminal’s financial arrangements, especially where the sums involved may 
be larger.   

 

Vigilance should govern all aspects of the business’ dealings with its customers and payroll 
activities, including:   

 

 customer on-boarding; 

 customer instructions; 

 transactions into and out of customer accounts; 

 ongoing monitoring of the business relationship; 

 technology / security issues if there is an online element to the business relationship;  

 any outsourced / delegated services; and 

 risks of internal fraud/ML or abuse of systems to facilitate or enable ML/TF for others 

 

3.1 General Higher Risk Indicators 
 

As with the basic elements of a risk assessment, discussed in chapter 2 of the Handbook, the 
following activities may increase the risk of the relationship. Just because an activity / scenario 

https://www.gov.im/about-the-government/departments/cabinet-office/national-risk-assessment/
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is listed below it does not automatically make the relationship high risk, the customer’s 
rationale / nature / purpose of the business relationship etc. should be considered in all cases. 

 

If a business is unable to obtain a satisfactory explanation from a customer in the event of the 
following situations, features, or activities, or any other features which cause it concerns, it 
should be determined whether this is suspicious or unusual activity. Please refer to chapter 5 
of the Handbook for further detail of the Island’s suspicious activity reporting regime.  

 

As stated in paragraph 13 of the Code: 

 

13 Ongoing monitoring 

(2) Where a relevant person identifies any unusual activity in the course of a business 
relationship or occasional transaction the relevant person must –  

(a) perform appropriate scrutiny of the activity; 

(b) conduct  EDD in accordance with paragraph 15; and  

(c) consider whether to make an internal disclosure. 

(3) Where a relevant person identifies any suspicious activity in the course of a business 
relationship or occasional transaction the relevant person must –  

(a) conduct EDD in accordance with paragraph 15 of the Code, unless the relevant 
person believes conducting EDD will tip off the customer; and  

(b) make an internal disclosure. 

 

This list of higher risk indicators is by no means exhaustive, and relevant persons should be 
vigilant for any transactions where suspicion may be aroused and take appropriate measures. 
Also please see the list of red flags included at 3.2 of this document. 

 

 Where a customer is reluctant to provide normal information or provides only minimal 
information.  

 Where a customer’s documentation cannot be readily verified. 

 The customer is reluctant to provide the business with complete information about 
the nature and purpose of the relationship including anticipated activity. 

 Where there are difficulties in confirming the customer’s business or in verifying the 
customer is part of the claimed business or supplying services to that business 

 Where the payment chain is complex and the relevant person is not directly dealing 
with the customer business and their employees, or not directly dealing with 
contractors and the end user recipient of their services 

 The customer is located in a high risk jurisdiction. 

 Transactions involving numerous jurisdictions. 

 The customer is reluctant to meet personnel from the firm in person and / or uses a 
“front person”. 
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 The customer has no discernible reason for using the business’ services, or the 
business’ location. 

 The customer has a history of changing businesses and using a number of businesses 
in different jurisdictions. 

 The customer’s address is associated with multiple accounts that do not appear to be 
related. 

 The customer is known to be experiencing extreme financial difficulties. 

 The nature of activity does not seem in line with the customer’s usual pattern of 
activity. 

 The customer acts through intermediaries such as advisers in order not to have their 
identity registered. 

 The customer exhibits unusual concern with the business’ compliance with 
Government reporting requirements and/or AML/CFT policies and procedures. 

 Requests for payments to be made to third parties rather than the customer/or 
payments to be made to an account which differs from that previously used and 
verified 

 Payments received come from an unknown account/account not verified as belonging 
to the customer or employment agency in the supply chain 

 Requests for wire transfers / payments to be sent to, or originate from higher risk 
jurisdictions without apparent business reason. 

 The customer’s transaction pattern suddenly changes in a manner that is inconsistent 
with the customer’s normal activities or inconsistent with the customer’s profile. 

 

3.2 Red Flags 
 

In addition to the above higher risk indicators, there are some factors that are likely to be “red 
flags” in relation to that particular relationship and would therefore usually be suspicious 
activity. If a relevant person identifies suspicious activity appropriate steps as explained in 
section 3 of this document, and the Code, must be taken. This list of red flags is by no means 
exhaustive and is as follows: 

 

 where it is identified a customer provides false or misleading information;  

 where it is identified a customer provides suspicious identification documents; 

 the customer is evasive when asked for details regarding the underlying 
employees/contractors; 

 the customer does not provide the business with relevant / accurate information 
about the nature and intended or ongoing purpose of the relationship, including 
anticipated activity; 

 the customer is secretive / evasive when asked to provide more information; 

 when requested, the customer refuses to identify a legitimate source of funds or 
source of wealth; 
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 the customer refuses to provide details on beneficial owners of an account or provides 
information which is false, misleading or substantially incorrect; 

 the customer enquires about how quickly they can end a business relationship where 
it is not expected; 

 where the business relationship is ended unexpectedly by the customer and the 
customer accepts unusually high fees to terminate the relationship without question;    

 the customer appears to be acting on behalf of someone else and does not provide 
satisfactory information regarding whom they are acting for; 

 the customer is known to have criminal / civil / regulatory proceedings against them 
for crime, corruption, misuse of public funds or is known to associate with such 
persons; and 

 the customer is interested in paying higher charges to keep their identity secret. 

 

3.3 Risk factors specific to the sector 
 

The following section of the guidance covers some of the risk factors specifically related to 
this particular sector. Further guidance surrounding the risk assessments is outlined in 
chapter 2 of the Handbook. 

 

The Code mandates that a number of risk assessments are completed -  

 

 business risk assessments (paragraph 5)  

 customer risk assessments (paragraph 6)  

 technology risk assessments (paragraph 7)   

 

Considering the technology risk assessment specifically, this must estimate the risk of ML/FT 
posed by any technological developments, such as the use of online delivery channels or 
payments being made in virtual currencies), to its business. An assessment should be 
undertaken whenever a relevant system is introduced or changed.   

Payroll agents can be vulnerable to money laundering in a number of ways. Some examples 
are below. 

 

 Where services include the handling of clients’ funds, the payroll business may provide 
services that help legitimise the proceeds of a crime, or help legitimise the incorrect 
calculation of deductions (tax evasion) by processing payments.  

 The UK National Crime Agency’s document Indicators of Modern Slavery and Human 
Trafficking in the Accountancy Sector highlights Payroll services amongst 
accountancy type sectors exposed to Modern Slavery and Human Trafficking 
exploitation. 

 Criminals establishing themselves as both employer and employee/contractor (either 
directly or through an associate) the proceeds of crime are “paid by the employer” to 
the contractor using fabricated invoices or timesheets. This can be identified by 

https://www.nationalcrimeagency.gov.uk/who-we-are/publications/434-indicators-of-msht-in-the-accountancy-sector/file
https://www.nationalcrimeagency.gov.uk/who-we-are/publications/434-indicators-of-msht-in-the-accountancy-sector/file
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establishing source of funds, and undertaking reasonable due diligence on both the 
employer and the employee/contractor including the source of funds and monitoring 
the relationship. (Also risks of internal facilitation in the payroll business creating 
employer/employees on systems). 

 The creation of “ghost employees/contractors” within a company, which refers to 
someone on the payroll who doesn’t actually work for the company. The ghost 
employee/contractor is frequently a recently departed employee/contractor, a made-
up person, or friend or relative of the fraudster. The payroll agent could be used to 
make payments to this “ghost”. The payroll agent must therefore be vigilant in relation 
to the amounts of the payroll, number of employees/contractors, any variations to 
this information. (Again there is a risk of internal facilitation or fraud.) 

 Unnecessary steps or entities are introduced in the supply/payment chain to allow 
insertion of criminal proceeds by money launderers who then receive “clean” funds 
from the supply/payment chain, or to facilitate tax fraud in the chain where the entity 
introduced as responsible for tax to be paid fails to make payment and is replaced by 
another similar entity 

 Payroll service businesses should exercise care that they are not in receipt of the 
proceeds of proceeds of crime, bribery or corruption. Again, this can be identified by 
undertaking due diligence and taking reasonable measures to verify the source of 
funds. 

 Payroll service providers should also take reasonable care to ensure that they are not 
abused for tax offences which is a predicate offence for money laundering.  

4. Customer due diligence  
 

Part 4 of the Code requires relevant persons to undertake customer due diligence and 
ongoing monitoring in relation to all business relationships. Chapter 3 of the Handbook 
provides guidance on how to identify and verify the identity of the customer in relation to 
both a natural and legal person. Also, guidance on the timing of identification and verification 
of identity is provided. For details of particular concessions which may be applicable please 
see chapter 4 of the Handbook. 

 

In all cases where the requirements of Part 4 of the Code cannot be met (Paragraphs 9(9), 
10(5), 12(11)) the procedures and controls must be provide that –  

 

(a) the business relationship must proceed no further;  

(b) the relevant person must consider terminating1 the business relationship; and  

(c) the relevant person must consider making an internal disclosure.  

 

 

                                                           
1 In relation to a New business relationship (paragraph 8) the business relationship must be terminated.  
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4.1 Who is the customer? 
 

There are two main payroll business models operating on the Island: 

 

1. A payroll agent that provides a payroll service (calculations / deductions / payments) to 
another business in relation to that business’ underlying employees. 

 

In relation to this business model the customer will be the business that has approached 
the payroll agent to provide a payroll service in respect of its employees. (The 
underlying employees that are receiving payments are not the customer.) Whilst the 
underlying employees are not the customer, the payroll agent will need to hold certain 
information on the employees in order to make payments, this can also assist the 
payroll agent identify if the relationship appears legitimate. 

 

2. A payroll agent that provides a payroll service (calculations / deductions / payments) to 
contractors. In this case the payroll agent will invoice a third party company for the 
services provided to it by the contractor. The payroll company will subsequently pay the 
contractor for the services being provided and will retain any fees due to it for the 
services. Where a model such as this is used by a contractor the payroll agent must be 
clear regarding the rationale for this. 

 
In relation to this business model, and depending on contractual and commercial 
obligations, the payroll agent may be supplying services to either or both the 
contractors and the third party company.  

 

The requirements of the Code such as risk assessments, customer due diligence (including 
source of funds), ongoing monitoring, record keeping etc. would apply to the customer. The 
Handbook provides further information in relation to how to meet these Code requirements. 
Where there is a variation in the business models referred to above, and it is unclear who the 
customer is, we would recommend discussing this further with the Authority and seeking legal 
advice. 

 

4.2 Source of funds 
 

Paragraph 8(3)(e) of the Code requires the taking of reasonable measure to establish the 
source of funds for all new business relationships.  
 

8 New business relationships 
(e) taking reasonable measures to establish the source of funds, including where the funds 
are received from an account not in the name of the customer —  
 

(i) understanding and recording the reasons for this;  



Isle of Man Financial Services Authority 

 

 
Version 2  Page 12 of 16 
Last updated September 2021 
 
 

(ii) identifying the account holder and on the basis of materiality and risk of ML/FT 
taking reasonable measures to verify the identity of the account holder using reliable, 
independent source documents, data or information; and  

(iii) if the account holder is assessed as posing a higher risk of ML/FT, satisfying the 
requirements in paragraph 15.  

 

Please see section 3.8 of the Handbook for further details on source of funds and source of 
wealth. Payroll agents will be receiving funds to pay the salaries/fees owed by the employer 
or end user and also disseminating those funds to the employees/contractors they are 
arranging payments for.  

 

Where the customer is the employer whose payroll is provided by the payroll agent, it is 
expected that the source of funds would typically be from the customer themselves, and their 
activity (rather than the work conducted by the employee/contractor). 

 

In more complex supply chains, funds may be received from, or payments made to other 
parties in the chain rather than directly from employers to employees, or from end users to 
contractors. One example might be where the end user obtains contractor services from an 
employment agency, and the employment agency is invoiced by, and pays funds to the payroll 
agent business for the work done by contractors. 

 

If the funds are being received from a third party (including an employment agency as above), 
the business must identify and verify the identity of this third party where necessary. It should 
also seek to establish the relationship between the customer and the third party and consider 
the rationale for the payment and whether this appears reasonable.  

 

In the cases of a direct wire transfer or a cheque payment the means through which the funds 
are transferred is self-explanatory. There are instances where payments are made, such as by 
BACS, where the sender information is not ordinarily attached but is available upon request 
the business does not have to hold that information file, however must to be able to obtain 
it within 7 business days of a request from a competent authority. 

 

4.3. Ongoing Monitoring 
 

Due to the nature of the services provided by payroll agents, in particular the numerous 
transfers of funds that are taking place, the ongoing monitoring provisions of the Code are of 
particular importance. The ongoing provisions include checking and refreshing risk 
assessments, transaction monitoring and customer due diligence information.  

 

In relation to transaction monitoring, the payroll agent must ensure that the payments being 
made on behalf of the customers are monitored (e.g. volume, amount, jurisdiction, 
frequency, etc.) and it should be ensured that they are satisfied the activity is in line with the 
customer’s risk assessment, source of funds and expected activity etc. Particular attention 
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should be paid to transactions which are large, complex or unusual and further action taken 
if necessary (such as an internal disclosure) as required by the Code. 

 

Section 3.4.6 of the Handbook provides additional detail in relation to ongoing monitoring. 
Also, when undertaking the payments, the payroll agent must ensure it considers the higher 
risk indicators set out in part 3 of this document. 

 

5. Case Studies 
 

The typologies below are some examples of risks that could crystallise and cause losses and/or 
sanctions (civil and criminal) against the business: 

 

5.1 Financial management of a criminal organisation  
 

A law enforcement operation identified an accountant, J, who was believed to be part of the 
criminal organisation involved in money laundering and re-investment of illicit proceeds 
derived from drugs trafficking led by X. J’s role was mainly that of a “financial consultant”. His 
task was to analyse the technical aspects of the investments planned by the organisation and 
identify the most appropriate financial techniques to make these investments appear 
legitimate from a fiscal stance. He was also to try, as much as possible, to make these 
investments profitable. J was an expert in banking procedures and most sophisticated 
international financial instruments. He was the actual financial “mind” of the network 
involved in the re-investment of proceeds available to X. J operated by sub-dividing the 
financial transactions among different geographical areas through triangle transactions 
among companies and foreign credit institutions, by electronic transfers and stand-by credit 
letters as a warrant for commercial contracts which were later invested in other commercial 
activities.  

 

5.2 Tax evasion 1  
 

A Chartered Accountant provided services to clients whereby the income they derived in 
Australia was transferred into overseas bank accounts operated in an off shore banking centre 
in the name of the companies based there (the chartered accountants husband acted as 
nominee director and shareholder). The money sent offshore was recorded as business 
deductions in the accounting records of the clients, from which the chartered accountant 
prepared and lodged income tax returns. The offshore banking centre companies were 
administered by an accountant based in the jurisdiction. The money sent offshore were then 
returned to Australia via the chartered accountant’s trust account, disguised as loans from 
the off shore banking centre based company to the chartered accountant clients, and used 
for private purposes, such as real estate purchases.  

 

This alleged scheme offered the client the benefit of obtaining their income tax-free and 
afforded them the opportunity to claim interest payments as tax deductions. These “back to 
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back loans” included the fabrication of loan agreements and other accounting records to 
support the loans.  

 

Foreign companies were also used by the chartered accountant’s clients for the purpose of 
share trading in the name of the company, thereby hiding capital and/or trading profits and 
dividends received as a result of the share trading.  

 

Another service provided to the clients of the chartered accountant involved the creation of 
personal superannuation funds to allow clients early access to retirement benefits.  

 

Preserved superannuation benefits, belonging to clients of chartered accountant, were 
deposited into the chartered accountants trust account and labelled an investment from the 
fund to an off-shore banking centre based company incorporated by her husband. The funds 
were then forwarded from the chartered accountants trust account to a financial institution 
in the name of the individual who was a member of the fund.  

 

This scheme allowed early access to preserved superannuation benefits to the members of 
the fund well before retirement. Clients of the chartered accountant also made payments to 
an off-shore banking centre -based company for services which were not provided by the 
company. This effectively provided a tax deduction for the client, to which the client was not 
entitled.  

 

5.3 Tax evasion 2  
 

A large company, Company X, developed its own in-house payroll system in order to pay its 
own employees. Company X then began offering the use of the system to contractors for a 
fee. These individuals would have a contract arrangement with Company X to cover the 
payment of wages but would be working (via a contract) for a third party company. The 
contractor would inform Company X each month the number of hours they had worked and 
Company X would invoice the third party company for those hours.  The third party company 
would pay Company X the appropriate amount including the appropriate National Insurance 
contribution, Company X would then pay the individual a certain amount in the form of a loan. 
It subsequently came to light that individuals were failing to pay the appropriate tax / National 
Ins as their payment was being disguised as a loan rather than a salary.  

 

5.4 Ghost employees 

 

Note: This case study is more relevant for an entity operating its own payroll but nevertheless 
it is useful to highlight how a payroll system could be abused.  
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Mr X an employee of a large non-profit organisation created a number of “ghost employees” 
on the payroll system. He made up the names for these employees and used the social 
security numbers of people who had recently died. 

 

Over time Mr X began entering false wage information for the ghost workers. At the same 
time he arranged for their pay checks to be direct-deposited into his own bank account, based 
on his own dealings with the financial institutions he knew the bank did not match the 
employee name to the one on the bank depositor’s account. The payroll disbursements had 
to be approved by a supervisor, Mr X prepared a fake payroll summary (rather than the report 
from the system) and as he was seen as an exemplary employee the supervisor did not check 
his work carefully and failed to notice the difference in typeface from a real report.  

 

Mr X then had to create a phony file copy of the ghost’s pay checks, the office’s hard copies 
of the legitimate pay slips were printed in yellow by the accounting department, Mr X’s were 
printed in white. Eventually, during an audit, a white pay check was singled out and was traced 
through the system and the fraud was uncovered. Over the course of two years Mr X had 
embezzled $112,000 from his employer. 

 

(This methodology can also be used by criminals who create a “ghost” employer, end user or 
employment agency, and payments are made to associates or “ghost” 
employees/contractors. Routing payments through a genuine payroll company or agent helps 
launder criminal funds and adds an air of legitimacy to monies received by associates.) 

 

5.5   Payroll Company Fraud (Tax Fraud) (“PCF”) 

PCF in its simplest form occurs when a business transfers staff, along with payroll 

responsibilities, to a fraudulent entity (the payroll company) who supply the staff back to the 

business at a cost roughly equivalent to gross wages plus VAT. The payroll company pays the 

staff but fails to remit the Income Tax, National Insurance contributions and VAT to the 

authorities. There may not always be the transfer of a permanent workforce; however, when 

PCF occurs, there are two ever-present factors: a supply of labour; and the non-remission of 

taxes by an entity in the supply chain. 

Models of the fraud include the following. 

 A more complex supply and payment chain where the original employer (or 

genuine agencies) pay the employees net salaries, but contractually pass 

payments equivalent to tax and National Insurance amounts to entities further 

down the chain who are on paper responsible for paying tax and National 

Insurance amounts over to the tax/National Insurance authorities. (The fraudster 

company sits further down the chain.) 
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 Supply chains involving contractors or sub-contractors (for example security 

guards or agency nurses) provided through employment agencies where the 

contractors provide their services as normal, and receive net pay from the 

employment agency, but the company responsible for paying over tax and 

National Insurance etc. is further down the chain and does not remit the monies.  
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1. Foreword 
 

For the purposes of this guidance, the term “legal sector” is the collective term used to 
describe the businesses detailed in the definition of “legal professional” which is included in 
Schedule 4 to the Proceeds of Crime Act 2008 (“POCA”). This is defined as follows: 

 

“legal professional” means a person who is –  

(a) an advocate within the meaning of the Advocates Act 1976;  

(b) a registered legal practitioner within the meaning of the Legal Practitioners Registration 
Act 1986;  

(c) a notary public within the meaning of the Advocates Act 1995 and the Notaries 
Regulations 2004, as those Regulations have effect from time to time and any instrument 
or enactment from time to time amending or replacing those Regulations; or  

(d) any other person who provides legal services to third parties, except for any such person 
who is employed by a public authority or an undertaking which does not provide legal 
services to a third party, by way of business.  

 

When any of the following services are undertaken by a legal professional (as detailed in 
paragraph 2(6)(h) of Schedule 4 to POCA) the Anti-Money Laundering and Countering the 
Financing of Terrorism Code 2019 (“the Code”) applies. 

 

(h) subject to sub-paragraph (14), any of the following activity when undertaken by a legal 
professional –  

(i) managing any assets belonging to a client;  

(ii) the provision of legal services which involve the participation in a financial 
or real property transaction (whether by assisting in the planning or execution 
of any such transaction or otherwise) by acting for, or on behalf of, a client in 
respect of –  

(A) the sale or purchase of land;  

(B) managing bank, savings or security accounts;  

(C) organising contributions for the promotion, formation, 
operation or management of bodies corporate;  

(D) the sale or purchase of a business; or  

(E) the creation, operation or management of a legal person or 
legal arrangement.  

 

 

 

 

 

https://legislation.gov.im/cms/
Forms/AllItems.aspx?View=%7bE48EED76-852A-48A9-8013-5E4AD6399A1B%7d&FilterField1=Subjet%5Fx0020%5FAML%5Fx002F%5FCFT%5Fx0020%5FPolicy&FilterValue1=Sector%20Guidance
Forms/AllItems.aspx?View=%7bE48EED76-852A-48A9-8013-5E4AD6399A1B%7d&FilterField1=Subjet%5Fx0020%5FAML%5Fx002F%5FCFT%5Fx0020%5FPolicy&FilterValue1=Sector%20Guidance
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Sub-paragraph 14 of Schedule 4 to POCA states: 

 

(14) Sub-paragraph (6)(h) does not apply to a legal professional where the assets belonging 
to a client being managed represent only advance payment of fees.  

 

Also, this sector is included in the Designated Businesses (Registration and Oversight) Act 
2015 (“DBROA”) which came into force in October 2015. The Isle of Man Financial Services 
Authority (“the Authority”) has the power to oversee this sector for Anti-Money Laundering 
and Countering the Financing of Terrorism (“AML/CFT”) purposes.  

 

For the avoidance of doubt, legal professionals who are providing services “in-house” as an 
employee of an entity that does not fall within the definition of a legal professional are not 
included in Schedule 4 to POCA or required to register under the DBROA.  

 

2. Introduction 
 

The purpose of this document is to provide some guidance specifically for the legal sector in 
relation to AML/CFT.  

 

This document should be read in conjunction both with the Code and the main body of the 
AML/CFT Handbook (“the Handbook”).  

 

Though the guidance in the Handbook, and this sector specific guidance, is neither legislation 
nor constitutes legal advice, it is persuasive in respect of contraventions of AML/CFT 
legislation dealt with criminally, by way of civil penalty or in respect of the Authority’s 
considerations of a relevant person’s (as such a term is defined in paragraph 3 of the Code) 
regulatory / registered status and the fit and proper status of its owners and key staff where 
appropriate. 
 

This document covers unique money laundering and financing of terrorism (“ML/FT”) risks 
that may be faced by the sector and provides further guidance in respect of approaches to 
customer due diligence where it may vary between sectors.    

 

This document is based on the FATF Guidance for a Risk Based Approach Legal Professionals 
June 2019, and the FATF Money Laundering and Terrorist Financing Vulnerabilities of Legal 
Professionals June 2013.  

 

The Authority recommends that relevant persons familiarise themselves with these 
documents, and other typology reports concerning the legal sector. Also, by way of example, 
some case studies are included to provide context to the risks of the sector.   
 

https://legislation.gov.im/cms/
https://legislation.gov.im/cms/
https://www.iomfsa.im/amlcft/amlcft-requirements-and-guidance/
http://www.fatf-gafi.org/media/fatf/documents/reports/Risk-Based-Approach-Legal-Professionals.pdf
http://www.fatf-gafi.org/media/fatf/documents/reports/Risk-Based-Approach-Legal-Professionals.pdf
http://www.fatf-gafi.org/media/fatf/documents/reports/Risk-Based-Approach-Legal-Professionals.pdf
http://www.fatf-gafi.org/media/fatf/documents/reports/Risk-Based-Approach-Legal-Professionals.pdf
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For the purposes of this document the term “customer” is generally used, in line with the 
Code definition. 
 

 

2.1 National Risk Assessment 
 

The Island’s National Risk Assessment (“NRA”) was published in 2015 and was updated in 
2020. Advocates and Registered Legal Practitioners must ensure their business risk 
assessment (and customer risk assessments, where necessary) take into account any relevant 
findings of the NRA.   

The UK is the nearest comparable sectoral jurisdiction to the Isle of Man and  law firms 
operating in London in particular provide a significant source of work for Manx Advocates. 
The threats and vulnerabilities faced by UK lawyers and solicitors are therefore considered to 
be relevant to the Isle of Man assessment with the highest inherent vulnerability being the 
extent and value of the work provided to high net worth customers, some of whom may also 
be Politically Exposed Persons (“PEPs”). The NRA sets out the main risks and vulnerabilities in 
further detail. 

The exposure to Manx Advocates of being at risk of TF is low for both domestic and 
international services; neither lend themselves particularly effectively to the facilitation of 
terrorist financing. The ML risk to Advocates is assessed as medium.  Registered Legal 
Practitioners are assessed as being low risk for TF and medium risk for ML.  

 

3. Risk Guidance 
 

The legal sector is a broad sector and the ML/FT risks will vary for each firm based on a wide 
range of factors such as the type of products they supply, their customers and delivery 
channels.  

 

There are a number of different business types in this sector, therefore this document covers 
some of the general risk factors common to the sector as a whole, focussing on particular 
individual business types where necessary.  

 

The Code mandates that a number of risk assessments are completed –  
 

 a business risk assessment (paragraph 5) 

 a customer risk assessment (paragraph 6) 

 a technology risk assessment (paragraph 7) 
 

 

https://www.gov.im/about-the-government/departments/cabinet-office/national-risk-assessment/
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In order to complete these risk assessments and keep them up-to-date vigilance should 
govern all aspects of an entities’ dealings with its customers, including:   

 

 customer take on; 

 providing advice to a customer; 

 customer instructions; 

 transactions into and out of any customer accounts or client accounts; 

 ongoing monitoring of the business relationship; and  

 any outsourced / delegated services. 

 

3.1 General Higher Risk Indicators 
 

As with the basic elements of a risk assessment, discussed under chapter 2 of the Handbook, 
the following activities may increase the risk associated with a relationship. Just because an 
activity / scenario is listed below it does not automatically make the relationship high risk, the 
customer’s rationale / nature / purpose of the business relationship etc. should be considered 
in all cases. 

 

If a firm is unable to obtain a satisfactory explanation from a customer in the event of the 
following situations, features, or activities, or any other features which cause it concerns, it 
should be determined whether this is suspicious or unusual activity. Please refer to chapter 5 
of the Handbook for further detail of the Island’s suspicious activity reporting regime.  

 

As stated in paragraph 13 of the Code: 

 

13 Ongoing monitoring 

(2) Where a relevant person identifies any unusual activity in the course of a business 
relationship or occasional transaction the relevant person must –  

(a) perform appropriate scrutiny of the activity; 

(b) conduct  EDD in accordance with paragraph 15; and  

(c) consider whether to make an internal disclosure. 

(3) Where a relevant person identifies any suspicious activity in the course of a business 
relationship or occasional transaction the relevant person must –  

(a) conduct EDD in accordance with paragraph 15 of the Code, unless the relevant 
person believes conducting EDD will tip off the customer; and  

(b) make an internal disclosure. 

 

This list of higher risk indicators is by no means exhaustive, and relevant persons should be 
vigilant for any transactions where suspicion may be aroused and take appropriate measures. 
Also please see the list of red flags included at 3.2 of this document.  
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 Where a customer is reluctant to provide normal information or provides only minimal 
information. 

 Where a customer’s documentation cannot be readily verified. 

 The customer is reluctant to provide the firm with complete information about the 
nature and purpose of the relationship including anticipated activity. 

 The customer acts through intermediaries such as money managers or advisers in 
order to conceal their identity. 

 The customer is located in a higher risk jurisdiction. 

 Transactions involving numerous jurisdictions. 

 The customer has no discernible reason for using the firm’s services, or the firm’s 
location. 

 The customer is known to be experiencing extreme financial difficulties. 

 The nature of activity does not seem in line with the customer’s usual pattern of 
activity. 

 The customer is a legal person or arrangement that requests services for purposes or 
transactions which are not compatible with those declared or not typical for those 
organisations. 

 Instruction of a legal professional without experience in a particular specialty or 
without experience in providing services in complicated or especially large 
transactions. 

 The customer is prepared to pay substantially higher fees than usual, without 
legitimate reason. 

 The customer has changed legal professional a number of times in a short space of 
time or engaged multiple legal professional without legitimate reason. 

 The required service was refused by another legal professional or the relationship with 
another legal professional was terminated. 

 The customer is using complex structures without providing, or inadequately 
providing appropriate rationale. 

 The customer’s transaction pattern suddenly changes in a manner that is inconsistent 
with the customer’s normal activities or inconsistent with the customer’s profile. 

 Where the reasons for undertaking a transaction or instruction change during the 
completion of that matter. 

 The customer exhibits unusual concern with the firms’ compliance with Government 
reporting requirements and/or AML/CFT policies and procedures. 

 

3.2 Red Flags 
 

In addition to the above higher risk indicators, there are some factors that would 
automatically be “red flags” in relation to that particular relationship and would therefore 
usually be suspicious activity. Appropriate steps as explained in section 3 of this document, 
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and the Code, must therefore be taken. This list of red flags is by no means exhaustive and is 
as follows: 

 

 where it is identified a customer provides false or misleading information;  

 where it is identified a customer provides suspicious identification documents; 

 the customer does not provide the firm with relevant / accurate information about 
the nature and intended or ongoing purpose of the relationship, including anticipated 
activity; 

 the customer is secretive / evasive when asked to provide more information; 

 when requested, the customer refuses to identify a legitimate source of funds or 
source of wealth; 

 the customer refuses to provide details on beneficial owners of an account or provides 
information which is false, misleading or substantially incorrect; 

 unexplained changes in instructions, especially at the last minute; 

 loss making transactions where the loss is avoidable; 

 the customer enquires about how quickly they can end a business relationship where 
it is not expected; 

 where the business relationship is ended unexpectedly by the customer and the 
customer accepts unusually high fees to terminate the relationship without question;    

 the customer appears to be acting on behalf of someone else and does not provide 
satisfactory information regarding whom they are acting for; 

 the customer is known to have criminal / civil / regulatory proceedings against them 
for crime, corruption, misuse of public funds or is known to associate with such 
persons; 

 the customer asks for short cuts, or unexplained speed, in completing a transaction; 
and/or 

 the customer is interested in paying higher charges to keep their identity secret. 

 

3.3 Risk factors specific to the sector 

 

The following section of the guidance covers some of the risk factors specifically related to 
this particular sector. Further guidance surrounding the risk assessments is outlined in 
chapter 2 of the Handbook. 

 

3.3.1 Property purchases 

 

Criminal conduct generates huge amounts of illicit capital and these criminal proceeds need 
to be integrated into personal lifestyles and business operations. Property purchases are one 
of the most frequently identified methods of ML.  
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Property can be used either as a vehicle for ML or as a means of investing laundered funds. 
Criminals may buy property both for their own use, e.g. as principal residencies, second 
homes, as business or warehouse premises, or as investment opportunities to provide 
additional income.   

 

The purchase of real estate is commonly used as part of the last stage of ML. Such a purchase 
offers the criminal an investment which gives the appearance of financial stability. Retail 
businesses, especially cash intensive ones, provide a good front for criminal funds where 
legitimate earnings can be used to disguise the proceeds of crime.  
 

There are several factors to consider in relation to property purchases, including purchasing 
with a false name, purchasing through intermediaries, purchasing through a company / trust 
and the potential for mortgage fraud. Quick back to back sales are also important to consider 
as the frequent changes in ownership may make it more difficult for law enforcement to 
follow the funds and link the assets back to the predicate offence. 

 

3.3.2 Conveyancing services / mortgage fraud 

 

Research suggests that of all the services offered by the legal sector, conveyancing is the most 
utilised function by criminal groups. Conveyancing is a comparatively easy and efficient means 
to launder money with relatively large amounts of criminal monies “cleaned” in one 
transaction. 

 

In a stable or rising property market, the launderer will incur no financial loss except fees. 
Conveyancing transactions can also be attractive to money launderers who are attempting to 
disguise the audit trail of the proceeds of their crimes. As the property itself can be “criminal 
property”, the legal sector can still be involved in ML even if no money changes hands.  
 

Conveyancing staff should be alert to instructions which are a deliberate attempt to avoid 
assets being dealt with in the way ordered by the court or through the usual legal process. 
For example, staff may sometimes suspect that instructions are being given to avoid the 
property forming part of a bankruptcy, or forming part of assets subject to a confiscation 
order.  
 

Specific risk indicators to consider in this area include: 

 

 properties owned by nominee companies or multiple owners which could be used to 
disguise the true ownership;  

 sudden or unexplained changes in ownership; 

 where a third party is providing the funding for a purchase; as per paragraphs 8(3)(e) 
and 11(3)(e) of the Code the firm must ensure they understand and record the reason 
for this, identify the account holder and on the basis of materiality and risk of ML/FT 
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take reasonable measures to verify the identity of the account holder, Further details 
regarding SOF is at section 3.8 of the Handbook; 

 how the property is funded, and any funding changes during the transaction, the legal 
sector should be alert for large payments from private funds, especially if receiving 
payments from a number of different individuals/ sources; and/or 

 an unusual sale price may indicate ML. If a firm becomes aware of a significant 
discrepancy in relation to the sale price this should be appropriately investigated; 

 

In addition to the red flags highlighted in section 3.2 of this document, considering 
conveyancing, firms should be aware of the potential for customers who attempt to mislead 
a lender to improperly inflate a mortgage advance (mortgage fraud) for example by 
misrepresenting the borrower’s income, or because the seller and buyer are conspiring to 
overstate the sale price; and/or the possibility of larger scale mortgage fraud involving 
several properties/parties to the transactions.  

 

The Authority recognises that in a conveyancing transaction there are usually a number of 
different relevant persons involved. However, each of these relevant persons has their own 
responsibilities under the Code and they will all see different parts of the transaction and 
therefore one relevant person may identify unusual or suspicious activity that may not be 
apparent to the other relevant persons. Vigilance in this area is key, and appropriate action 
should be taken as explained in section 3 of this document. 

 

3.3.3 Client accounts 

 

The use of client accounts has been identified as a potential vulnerability, as it may enable 
criminals to access the financial system with fewer questions being asked by financial 
institutions because of the perceived respectability and legitimacy added by the involvement 
of the legal professional. 

 

While the use of the client account is part of many legitimate transactions undertaken by the 
legal sector, it may be attractive to criminals as it can: 

 

 permit access to the financial system when the criminal may be otherwise suspicious 
or undesirable to a financial institution as a customer; 

 be used as part of the first step in converting the cash proceeds of crime into other 
less suspicious assets; 

 be used as part of a criminal’s layering activity; 

 serve to help hide ownership of criminally derived funds or other assets; and/or 

 can be used as an essential link between different techniques that can be used for ML, 
such as purchasing real estate, setting up shell companies and transferring the 
proceeds of crime. 
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The following situations could give cause for concern: 

 

 a customer deposits funds in a legal professional’s client account, but then ends the 
transaction for no apparent reason; 

 a customer advises that funds are coming from one source and at the last minute the 
source changes for no apparent legitimate reason; 

 a customer requests to use a client account but does not require any underlying legal 
services; 

 funding is either partially or wholly from a third party without an appropriate 
rationale; and/or 

 a customer unexpectedly (and for no apparent legitimate reason) requests that money 
received into a firm’s client account be sent back to its source, to the customer or third 
party. 

 

Where a client account is being utilised the rationale should be obtained and this should be 
monitored on an ongoing basis. Legal professionals should think carefully before disclosing 
client account details as this allows money to be deposited into a client account without the 
firm’s knowledge.  

 

Legal professionals must ensure that they comply with the client money rules of their 
professional body. It is important for legal professionals to ensure that they are holding client 
money for legitimate reasons and not providing a de facto banking service to their customers.  

 

3.3.4 Commercial work 

 

The nature of company structures can make them attractive to money launderers, because it 
is possible to obscure true ownership and protect assets for relatively little expense. For this 
reason, firms working with companies and in commercial transactions should remain alert 
throughout their retainers with customers and ensure compliance with the ongoing 
monitoring provisions of the Code 

 

A common operating method amongst serious organised criminals is the use of front 
companies. These are often used to disguise criminal proceeds as representing the legitimate 
profits of fictitious business activities. They can also help to make the transportation of 
suspicious cargoes appear as though they are genuine goods being traded. More often than 
not, they are used to mask the identity of the true beneficial owners and the source of 
criminally obtained assets.  
 

International reports have highlighted the extent to which private limited companies, shell 
companies, bearer shares, nominees, front companies and special purpose vehicles have 
been used in ML operations. Case studies published by FATF have indicated the following 

https://www.fatf-gafi.org/
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common elements in the misuse of corporate vehicles:  
 

 multi-jurisdictional and/or complex structures of corporate entities and trusts;  

 foreign payments without a clear connection to the actual activities of the corporate 
entity; 

 use of offshore bank accounts without clear economic necessity;  

 use of nominees and use of shell companies; and / or 

 tax, financial and legal advisers were generally involved in developing; and/or 

establishing the structure, in some international case studies legal agents were 

involved and specialised in providing illicit services for customers.  

4. Legal privilege  
 

Section 21 of the DBROA states: 

 

A person is not under an obligation under this Act to disclose any information subject to 
legal privilege within the meaning of section 13 (meaning of "items subject to legal 
privilege”) of the Police Powers and Procedures Act 1998. 

 

Legal professionals are not required to disclose items subject to legal privilege to the 
Authority, or to the Law Society acting under the Authority’s delegated authority. Legal 
professionals owe a duty to their customers not to disclose items subject to legal privilege 
under any circumstances without the express consent of their customer. 

 

Legal professionals should also be aware of the Legal privilege provisions in the Proceeds of 
Crime Act 2008, the Terrorism and Other Crime (Financial Restrictions) Act 2014 and the 
Anti-Terrorism and Crime Act 2003. 

 

Items subject to legal privilege are defined by reference to Section 13 of the Police Powers 
and Procedures Act 1998 ("the PPP Act") as follows: 

 

Meaning of "items subject to legal privilege" 

(1) Subject to subsection (2), in this Act "items subject to legal privilege" 
means — 

(a) communications between a professional legal adviser and his client or 
any person representing his client made in connection with the giving 
of legal advice to the client; 

(b) communications between a professional legal adviser and his client or 
any person representing his client or between such an adviser or his 
client or any such representative and any other person made in 

https://legislation.gov.im/cms/
https://legislation.gov.im/cms/
https://legislation.gov.im/cms/images/LEGISLATION/PRINCIPAL/2014/2014-0013/TerrorismandOtherCrimeFinancialRestrictionsAct2014_10.pdf
https://legislation.gov.im/cms/
https://legislation.gov.im/cms/
https://legislation.gov.im/cms/
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connection with or in contemplation of legal proceedings and for the 
purposes of such proceedings; and 

(c) items enclosed with or referred to in such communications and made — 

(i) in connection with the giving of legal advice; or 

(ii) in connection with or in contemplation of legal proceedings and for 
the purposes of such proceedings, 

when they are in the possession of a person who is entitled to possession 
of them. 

(2) Items held with the intention of furthering a criminal purpose are not items 
subject to legal privilege. 

 

The statutory definition of legal privilege above identifies that there are two types of legal 
privilege. One applies whether or not litigation is contemplated or pending, but covers a 
narrow range of communications (commonly referred to as advice privilege). The other 
applies only where litigation is contemplated or pending, but extends over a wider range of 
communications (commonly referred to as litigation privilege). 

 

The right to legal privilege is that of the client and not the legal professional of the client. 
Legal privilege is not lost by the death of the client, but continues to exist for the benefit of 
the client's successor in title. Legal privilege is a substantive legal principle, and if a client 
wishes to maintain privilege, this cannot be taken against them. Equally, it is the client's right 
to waive privilege either entirely, or where appropriately documented, under a limited 
waiver. If the client is happy to waive privilege, legal professionals cannot object. 

 

4.1 Types of legal privilege 
 

4.1.1 Legal advice privilege 

Legal advice privilege may be properly claimed in respect of communications between a legal 
professional in their professional capacity and their client for the purpose of seeking or giving 
legal advice to the client. It has been established by case law that legal advice is not confined 
to telling the client the law, and includes advice as to what should prudently and sensibly be 
done in the relevant legal context. It is important that there is a relevant legal context in 
order for communications to attract legal professional privilege. 

 

It would be too far to extend legal advice privilege without limit to all legal professional and 
client communications within the ordinary business of a legal professional.  However, where 
there is a relevant legal context to the instruction of the legal professional, legal advice 
privilege will attract to all communications between the client and the legal professional in 
connection with the giving of legal advice (Section 13 of the PPP Act). 
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Legal advice privilege refers to communications made “in connection with the giving of legal 
advice to the client”. Sections 13(2) of the PPP Act excludes communications in furtherance 
of any criminal purpose. It is necessary that a communication in question is confidential in 
order to attract privilege. 

 

4.1.2 Litigation privilege 

Litigation privilege covers confidential communications made, after litigation is commenced 
or even contemplated, between:- 

 

 a legal professional and their client; 

 a legal professional and their non-professional agent; or 

 a legal professional and a third party; 

 

for the sole or dominant purpose of such litigation (whether for seeking or giving advice in 
relation to it, or for obtaining evidence to be used in it, or for obtaining information leading 
to such obtaining). It is necessary that a communication in question is confidential in order 
to attract privilege. 

 

Litigation privilege is based on the idea that legal proceedings take the form of a contest in 
which each of the opposing parties assembles their own body of evidence and uses it to try 
to defeat the other, with the judge or jury determining the winner. In such a system each 
party should be free to prepare their case as fully as possible without the risk that their 
opponent (or any other third party) will be able to recover the material generated by their 
preparations. 

 

4.2 LPP and how it relates to Due Diligence 
 

Part 4 of the Code requires that a legal professional must identify and verify the identity of 
their customer, including the identity of the beneficial owner.  

 

The FATF methodology notes at footnote 66 that “Lawyers, notaries, other independent legal 
professionals, and accountants acting as independent legal professionals, are not required to 
report suspicious transactions if the relevant information was obtained in circumstances 
where they are subject to professional secrecy or legal professional privilege.” 

 

Legal professionals should note that the definition of “items subject to legal privilege” within 
Section 13 of the PPP Act refer to “communications made in connection with legal advice”, 
and not simply communications for the purpose of giving legal advice. A communication 
designed to facilitate the obtaining of legal advice from a legal professional, for instance by 
ensuring compliance with the Code, is likely to be a communication connected with providing 

https://www.fatf-gafi.org/
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and obtaining advice, even if the communication in question does not contain the legal 
advice itself. 

 

Lord Carswell, in Three Rivers District Council and Others v Governor and Company of the 
Bank of England (No 5) (HL) 2005 1 AC 610 approved the principle affirmed in Minter v Priest 
[1929] 1 KB 655 that “all communications between a solicitor and his client relating to a 
transaction in which the solicitor has been instructed for the purpose of obtaining legal advice 
will be privileged, notwithstanding that they do not contain advice on matters of law and 
construction, provided that they are directly related to the performance by the solicitor of his 
professional duty as legal advisor of his client.”  There is no reason to think that an Isle of 
Man Court would take a different approach to legal advice privilege in the Isle of Man and 
such a principle will be highly persuasive in the Isle of Man in the absence of any contrary 
judgement in the courts of the Isle of Man. 

 

That is not to say that all communications between a client and a legal professional are 
privileged. Case law supports the view that privilege does not extend to all information which 
a legal professional knows about their client. For example, it has been stated that legal advice 
privilege does not protect the conveyancing documents by which land is transferred from 
one person to another, or the client account ledger which a legal professional maintains in 
relation to their client's money, or any appointment diary or record of time on an attendance 
note, time sheet or fee record, relating to the client. Nor does it extend to all information 
which a legal professional knows about their client (in one case it was said that “the privilege 
does not extend to matters of fact which the attorney knows by any other means than 
confidential communication with his client, even though if he had not been employed as 
attorney, he probably would not have known them”). 

 

4.3. Demonstrating compliance with the AML/CFT Legislation whilst 

respecting legal privilege 

 

Although each engagement with a customer should be considered within its own context 
and on its own merits, information relating to the name of the customer, nationality, date of 
birth and gender of the customer, identification documents such as passport, driving licence, 
utility bills or local tax documents, and possibly verification material from third parties, are 
unlikely to be items subject to legal privilege. 

 

Legal professionals will be asked to demonstrate compliance with AML/CFT legislation. Legal 
professionals must be  open and transparent with the Authority (or its delegated bodies, if 
appropriate) in demonstrating their compliance in respect of these matters, whilst respecting 
any right to legal privilege which the client is entitled to claim. 

 

Information, and any verification documentation, which evidences the identity of a 
client should rarely cause a problem.  More detailed information relating to the nature and 
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purpose of the relationship with the client, where such information is also confidential, may, 
and usually will, attract legal privilege, if the communication attracts litigation privilege 
and/or is made in connection with seeking advice as to what should prudently and sensibly 
be done in a relevant legal context. 

 

Legal professionals should ensure that the due diligence materials in respect to which a client 
is entitled to claim legal privilege is kept separate to any due diligence materials which are 
open to inspection under the DBROA. The procedural paperwork used by legal professional 
firms to record the nature and purpose of an instruction, or to record the customer's risk 
assessment, should not contain information which discloses items subject to legal privilege. 
This does not mean that it is impossible to demonstrate that the nature and purpose of 
instructions or the customer risk assessment is recorded, for example it may be possible to 
summarise such matters in a separate record using generic information which does not 
disclose confidential privilege communications. In this way it may be possible to indicate the 
nature and purpose of an instruction in general terms, without disclosing confidentially 
privileged information, but each case will need to be considered on its own merits. 

 

It is important to ensure that clients understand the proper boundaries to communications 
that can and cannot attract legal privilege. Ultimately, if there was to be a challenge to the 
non-disclosure of information or documentation under the DBROA on the grounds of legal 
privilege, any proceedings to enforce disclosure would need to involve the client whose right 
to privilege was being challenged. For this reason it is important that legal professionals 
properly advise clients as to what information and documents provided as part of the 
customer due diligence procedures under the Code are likely to be disclosed and to consider 
what can properly attract a claim to legal privilege and will not be disclosed without the 
consent from the client. If the legal professional is in doubt as to whether or not 
communications are subject to legal privilege, and disclosure under the DBROA is requested, 
the client may need to be advised to take separate legal advice. 

5. Relevant income 
 

The Anti-Money Laundering and Countering the Financing of Terrorism (Civil Penalties) 

Regulations 2019 (“the Civil Penalties Regulations”) introduced a civil penalties regime for 

contraventions of the Code. The Authority maintains the ability to refer the most egregious 

contraventions to the Attorney General’s Chambers for criminal prosecution.  

The Civil Penalties Regulations refer to two levels of penalties; Level 1 and Level 2. As set out 

in the Table of the Schedule to the Regulations, Level 1 penalties can be up to 5% of the 

relevant person’s income and Level 2 penalties can be up to 8%.  

Paragraph 3 of the Civil Penalties Regulations define income as:  

https://legislation.gov.im/cms/
https://legislation.gov.im/cms/
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all income derived from the relevant person’s business in the regulated sector during the 

accounting year in which the contravention occurred 

 

Businesses within the legal sector should separate their accounts to reflect the income 

derived from business in the regulated sector and income derived from activity that falls 

outside the definition of business in the regulated sector.  

Further details about the Civil Penalties Regulations can be found in the Anti-Money 

Laundering and Countering the Financing of Terrorism (Civil Penalties) Regulations 2019 

Guidance Note. 

6.  Case Studies 
 

The typologies below are real life examples of risks that have crystallised causing losses 
and/or sanctions (civil and criminal) against the legal professional. These case studies are 
taken from the FATF Report on Money Laundering and Terrorist Financing Vulnerabilities of 
Legal Professionals (June 2013). The FATF document contains additional case studies which 
may be of interest.  

 

6.1 Misuse of client account  

 

An employee working in a very small law firm in Australia received an email from a web-based 
account referring to a previous telephone conversation confirming that the law firm would 
act on the person’s behalf. The “customer” asked the employee to accept a deposit of 
AUD260, 000 for the purchase of machinery in London. The “customer” requested details of 
the firm’s account, provided the surname of two clients of a bank in London, and confirmed 
the costs could be deducted from the deposit amount. The details were provided, the funds 
arrived and the “customer” asked that the money be transferred as soon as possible to the 
London bank account (details provided) after costs and transfer fees were deducted. The 
funds were transferred, but no actual legal work was undertaken in relation to the purchase 
of the machinery.  

 

The transfer of the funds to the law firm was an unauthorised withdrawal from a third party’s 
account. This specific case was brought to the attention of the Office of the Legal Services 
Commissioner (“OLSC”) in Australia, which took the view that the law firm had failed to ensure 
that the identity and contact details of the individual were adequately established. This was 
particularly important given the individual was not a previous client of the law firm. The 
employee – proceeding on the basis of instructions received solely via email and telephone 
without this further verification of identity – was criticised. The OLSC also found that the law 
firm failed to take reasonable steps to establish the purpose of the transaction and failed to 
enquire into the basis for the use of the client account.  

https://www.iomfsa.im/amlcft/amlcft-requirements-and-guidance/
https://www.iomfsa.im/amlcft/amlcft-requirements-and-guidance/
https://www.iomfsa.im/amlcft/amlcft-requirements-and-guidance/
http://www.fatf-gafi.org/media/fatf/documents/reports/ML%20and%20TF%20vulnerabilities%20legal%20professionals.pdf
http://www.fatf-gafi.org/media/fatf/documents/reports/ML%20and%20TF%20vulnerabilities%20legal%20professionals.pdf
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The high risk indicators from this case include: 

 

 the customer avoiding personal contact without good reason,  

 the customer being willing to pay fees without the requirement for legal work to be 
taken; and 

 the customer asks for unexplained speed. 

 

6.2   Obscuring ownership  
 

A foreign customer approached a legal professional to buy two properties for EUR11 million. 
The purchase was completely funded by the purchaser who was located in another 
jurisdiction (there was no mortgage) and the funds were sent through a bank in another 
jurisdiction. 

 

There was a change of instructions as the contract was about to be signed, and a property 
investment company replaced the original purchaser. The two minor children of the customer 
were the shareholders of the property investment company. The customer held an important 
political function in his country and there was publically available information about his 
involvement in financial wrongdoing.  

 

The high risk indicators from this case include: 

 

 the legal professional was located at a distance from the customer/transaction and 
there was no legitimate or economic reason for using this legal professional over one 
who was located closer; 

 a disproportionate amount of private funding, which was inconsistent with the socio-
economic profile of the individual; 

 the client using bank accounts from a high risk country; 

 unexplained last minute changes in instructions; 

 use of a complicated structure without a legitimate reason; 

 shareholders of the executing party under legal age; and  

 a customer holding a public position and was engaged in unusual private business 
given the characteristics involved.  

 

6.3 Mortgage fraud 

 

An individual in his early 20s who worked as a gardener approached a legal professional to 
purchase several real estate properties. The customer advised that he was funding the 
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purchases from previous sales of other properties and provided a bank cheque to pay the 
purchase price. 

 

The customer then instructed a different set of legal professionals to re-sell the properties at 
a higher price very quickly after the first purchase. The properties were sold to other people 
that the client knew who were also in their early 20s and had similar low paying jobs. 

 

The customer had in fact obtained mortgages using false documents for these properties, 
generating the proceeds of crime. The multiple sales helped to launder those funds. 

 

The high risk indicators from this case include: 

 

 disproportionate amount of private funding which is inconsistent with the socio-
economic profile of the individual; 

 transactions are unusual because they are inconsistent with the age and profile of the 
parties; 

 multiple appearances of the same parties in transactions over a short period of time; 

 back to back property transaction, with rapidly increasing value; 

 customer changes legal advisor a number of times in a short space of time without 
legitimate reason; and 

 customer provides false documentation. 
 

6.4 Purchase through intermediaries 

 

A Canadian career criminal, with a record including drug trafficking, fraud, auto theft, and 
telecommunications theft, deposited cash into a bank account in his parents’ name. 

The accused purchased a home with the assistance of a lawyer, the title of which was 
registered to his parents. He financed the home through a mortgage, also registered to his 
parents. The CAD 320,000 mortgage was paid off in less than six months. 

 

The high risk indicators from this case include: 

 

 disproportionate amount of private funding/cash which is inconsistent with the 
known legitimate income of the individual; 

 associates of the customer are known to have convictions for acquisitive crime; and 

 there are attempts to disguise the real owner or parties to the transaction.  

 

6.5 Multiple purchase same bank 

 

In 2008 a law firm employee was approached by three individuals who were accompanied by 
a friend to seek a quote to purchase three separate properties. They returned later that day 
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with passports and utility bills and instructed the law firm to act for them in connection with 
the purchases. 

 

The customers asked for the purchases to be processed quickly and did not want the normal 
searches undertaken. They did not provide any money to the solicitors for expenses (such 
funds would normally be provided) but said that the seller’s solicitors would be covering all 
fees and expenses. The customers said that they had paid the deposit directly to the seller. 
The mortgages were paid to the law firm, which retained their fees and then sent the funds 
to a bank account which the law firm employee thought belonged to solicitors acting for the 
sellers. No due diligence was undertaken. 

 

In fact the actual owners of the property were not selling the properties and had no 
knowledge of the transaction or the mortgages taken out over their properties. The mortgage 
funds were paid away to the fraudsters, not to another solicitors firm. 

 

In 2010, the supervising solicitor was fined GBP10,000 for not properly supervising the 
employee who allowed the fraud to take place and the proceeds of the funds to be laundered. 
The solicitor’s advanced age was taken into account as a mitigating factor in deciding the 
penalty. 

 

The high risk indicators from this case include: 

 

 transaction was unusual in terms of all three purchasers attending together with an  
intermediary to undertake separate transactions; 

 failure to provide any funds for expense in accordance with normal processes; and 
part of the funds being sent directly between the parties; 

 customer showed an unusual familiarity with respect to the ordinary standards 
provided for by the law in the matter of satisfactory customer identification; and 

 customer asked for short-cuts and unexplained speed in completing a transaction. 

 

6.6 Powers of attorney 

 

A legal professional was asked to prepare a power of attorney for a customer to give control 
of all of his assets to his girlfriend, including power to dispose of those assets. The legal 
professional then prepared a deed of conveyance under which the girlfriend transferred all 
of the property to the customer’s brother and sister. The legal professional had just secured 
bail for the customer in relation to a drug trafficking charge. 

 

The high risk indicators from this case include: 

 

 a power of attorney is sought for the disposal of assets under conditions which are 
unusual and where there is no logical explanation – it would have to be very 
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exceptional circumstances for it to be in the customer’s best interests to allow them 
to make themselves impecunious; 

 unexplained speed and complexity in the transaction; and 

 customer is known to be under investigation for acquisitive crime.  

 

 


