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General administrative act

General administrative act ordering credit institutions – in accordance
with section 6 (3) in conjunction with section 24c (1) of the German
Banking Act (Kreditwesengesetz – KWG) – to store data in a filing
system under section 24c (1) of the KWG when issuing international
bank account numbers (IBANs) with the country code “DE” to payment
service providers for the purpose of passing them on to their end
customers

General administrative act
The general administrative act is aimed at credit institutions within the
meaning of section 1 (1) of the KWG (hereinafter: credit institutions).
In accordance with section 6 (3) in conjunction with section 24c (1) of the
KWG, BaFin hereby imposes the following order on credit institutions which
issue, have issued or are yet to issue IBANs with the country code “DE” to
payment service providers1 for the purpose of passing such IBANs on to
their customers (hereinafter: end customers) for them to use in payment 
transactions (hereinafter: virtual IBANs)2 by way of this general
administrative act:

1. With immediate effect, credit institutions must record in a filing system
under section 24c (1) of the KWG every virtual IBAN which they issue
directly or indirectly to payment service providers; the record must be made
without delay and must be correct and complete. The payment service
provider must be recorded as the account holder, and the end customer
and/or natural person who is the ultimate beneficial owner behind the end
customer must be recorded as the authorised person/beneficial owner.
This does not apply to cases in which a credit institution issues the virtual
IBANs to customers which are not payment service providers and which use
the virtual IBANs merely to simplify accounting procedures without their
end customers using the virtual IBAN for own purposes other than for
payment purposes.

2. Credit institutions which have already issued virtual IBANs at the time this
general administrative act enters into force must – as ordered under no. 1 –

1 Companies which provide payment services within the meaning of section 1 (1) sentence 2 of
the German Payment Services Supervision Act (Zahlungsdiensteaufsichtsgesetz – ZAG) in Germany, 
an EEA or third country unless any of these services are included in the list of exemptions under
section 2 (1) of the ZAG, or which issue e-money within the meaning of section 1 (2) sentence 3 of
the ZAG.
2 Note: any reference in the following to “virtual IBANs“ applies always and solely to the virtual
IBANs issued and used in the circumstances described here.
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subsequently record these virtual IBANs correctly and completely in a filing
system under section 24c (1) of the KWG within six months of the
promulgation of the general administrative act. If the credit institutions are
unable to make these subsequent records correctly, completely or within
the prescribed period, they must immediately give notice to terminate the
accounts of the payment service providers through which the payments are
transacted using the virtual IBANs or ensure by other means that the
payment service providers to which the virtual IBANs have already been
issued may not continue to use them.

3. The immediate execution of no. 1 is hereby ordered.

4. This general administrative act enters into force on the day after its
promulgation.

Grounds

I.
Credit institutions as defined in section 1 (1) of the KWG provide payment
service providers with virtual IBANs with the country code “DE” for the
purpose of passing these IBANs on to their end customers. In such cases,
virtual IBANs constitute payment accounts within the meaning of
section 154 (2) of the German Fiscal Code (Abgabenordnung – AO) since
behind the virtual IBAN, an actual record is kept for each end customer in
respect of the assets deposited and withdrawn by them. A payment account
to which the virtual IBAN is assigned is thus maintained. Moreover, in their
relations with third parties, the end customers use their virtual IBAN and the
associated account as their own payment account for their own purposes.
This is particularly the case with e-money accounts (e.g. prepaid credit 
cards) held alongside with the payment service provider.

This applies even though the funds paid to the virtual IBAN are all (initially) 
credited to the payment service provider’s account. For after being paid in,
the corresponding funds are immediately transferred and credited to the
end customers’ respective e-money accounts at the payment service
provider. The end customer can then dispose of these funds.
Such accounts within the meaning of section 24c of the KWG must also be
attributed to the credit institution issuing the IBAN. This is because, as a
result of providing the IBANs, the appearance is created as if the accounts
existed at this credit institution (and not at the payment service provider), 
thus constituting a pretence of a legal right (Rechtsschein).
Otherwise the possibility essentially ensured by the IBAN of assigning a
payment account to a certain jurisdiction and to a certain institution would
not exist. This would conflict with the requirement on authenticity and
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clarity of accounts (see section 154 (1) of the AO). Parties engaged in legal 
relations must have the certainty, when making payments into an account,
that this account fulfils the requirements for country codes in accordance
with national legislation, and that this account is maintained at an
institution whose bank sort code is contained in the IBAN. The national
legislation which must be complied with when making payments using the
“DE” country code also includes the obligation to store the virtual IBANs
being used in a filing system under section 24c (1) of the KWG.
If payments may be transferred to and from an account at a payment
service provider using a virtual IBAN containing the bank sort code of a
credit institution, this credit institution is deemed responsible for the
management of such account (as specified in section 154 of the AO) as if 
the account was held with the credit institution itself. These credit
institutions are therefore obliged to store the data regarding this virtual
IBAN in a filing system under section 24c (1) of the KWG. The account
participants’ data are therefore recorded on the basis of the legal obligation
of the credit institution issuing the virtual IBAN. The data may, however, be
recorded via the payment service provider.
The credit institution’s obligation to record the data continues to apply
even if the payment service provider itself is an obliged entity under
section 24c (1) of the KWG. This is because the possibility of making a
payment transfer via an IBAN of another institution still constitutes a
pretence of a right (Rechtsschein, as explained above).
Up until now, the credit institutions concerned have not been entering all
the virtual IBANs into their filing system under section 24c (1) of the KWG,
or the entries have been incomplete.
Recently there has been growing evidence of multiple cases in which virtual
IBANs are being used for fraudulent purposes. Besides a large number of
suspicious cases involving scams of various kinds, such as the unauthorised
receipt of coronavirus emergency aid and unauthorised use of virtual IBANS
for VAT/tax evasion purposes, there are also fears that virtual IBANs are
being increasingly used for terrorist financing. Failure to store the
information attributable to the users of the virtual IBANs in accordance with
section 24c (1) of the KWG makes it considerably more difficult for the
investigating authorities to prevent and prosecute the aforementioned and
other criminal offences and facilitates the continued abuse of virtual IBANs
with the “DE” country code where the bank sort code is contained in the
IBAN. If, in the course of their criminal investigations, the investigating
authorities gain knowledge of a virtual IBAN and this virtual IBAN has not
been (correctly) entered in the filing system, they will be unable to find a
match when calling up the data pertaining to this IBAN.
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II.
This general administrative act is aimed at all credit institutions within the
meaning of section 1 (1) of the Banking Act. It applies to all credit
institutions which have authorisation to conduct banking business in
Germany under section 32 (1) of the KWG, including branches of 
undertakings established outside Germany within the meaning of
section 53 of the KWG, and undertakings established in another state of the
European Economic Area (EEA) which may conduct banking business in 
Germany under the European passporting regime (section 53b of the KWG).

1. Under no. 1 of this general administrative act, credit institutions must,
with immediate effect (i.e. starting from the day after promulgation of the
general administrative act), record in a filing system under section 24c (1) of 
the KWG all virtual IBANs in a filing system correctly and completely and
without delay.
It is irrelevant whether the companies to which the credit institution issues a
virtual IBAN directly or indirectly for the purpose of passing such IBAN on
to its end customers for their own use in payment transactions is domiciled
in Germany, in an EEA or third country out of which such company conducts
its business, where its customers are resident and which business it
otherwise conducts. As regards the material scope of this general
administrative act, it is irrelevant whether the company has authorisation to
provide payment services in an EEA country or whether it has a
corresponding authorisation in the country of its head office. The sole
deciding factor is that the company to which the credit institution issues the
virtual IBAN for the purpose of passing it on to its end customers for their
own use in payment transactions provides payment services or issues
e-money.
The payment services are exhaustively listed in section 1 (1) sentence 2 of
the ZAG. If the company provides a payment service which is not included
in the list of exemptions under section 2 (1) of the ZAG, or if it issues
e-money, the passing on of virtual IBANs to its end customers for their own
use in payment transactions falls under the material scope of this general
administrative act. For a company to be included in the material scope of
this general administrative act as a payment service provider it is sufficient
for it to be operating on the market with its business offerings. It is also
sufficient if the company merely creates the appearance of conducting such
business.
For the purposes of this general administrative act, the term “payment
service provider” also includes the privileged payment service providers as
defined in section 1 (1) sentence 1 nos. 2 - 5 of the ZAG.

The data to be recorded by the credit institution under section 24c (1) of 
the KWG includes in particular the name of the institution’s end customer
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using the virtual IBAN for their own purposes in payment transactions
(beneficial owner/authorised person), and in addition information on the
payment service provider (the account holder). In the case of legal entities,
it is the natural person behind the entity who must be recorded.

2. According to no. 2 of this general administrative act, the credit
institutions are given six months within which to subsequently record in a
filing system under section 24c (1) of the KWG the virtual IBANs already
issued by them at the time this general administrative act entered into
force, ensuring that the records are made correctly and completely and that
they include all the required information (see last paragraph of II.1).

3. The order of immediate execution under section 80 (2) no. 4 of the Code
of Administrative Court Procedure (Verwaltungsgerichtsordnung – VwGO) 
for the order formulated under no. 1 is issued in the public interest.

The necessity to record in a filing system under section 24c (1) of the KWG,
correctly and completely and without delay, virtual IBANs which, with the
entry into force of this general administrative act, are newly issued, directly
or indirectly, to payment service providers for the purpose of passing these
IBANs on to their end customers is highlighted by the large-scale abuse of
these virtual IBANs which has come to light (also after the public hearing
was held) and the considerable difficulties experienced by the investigating
authorities when conducting their mostly cross-border criminal
investigations.

The high number of fraudulent cases makes it necessary to immediately
execute the order under no. 1 of this general administrative act. In order to
avert this acute threat in connection with the abuse of the coronavirus
emergency aid measures and terrorist financing, compliance with the legal
requirement set out in this administrative order must be enforced without
delay. Especially given the general impossibility of recovering funds wrongly
obtained through the fraudulent use of a virtual IBAN, no consideration
should be given to delaying execution until the administrative order
becomes final and binding. The public interest in an immediate end to this
possibility of abuse clearly outweighs any interests on the part of the credit
institutions to suspend execution.

4. This general administrative act enters into force on the day after its
promulgation as explicitly allowed under section 41 (4) sentence 4 of the
Administrative Procedure Act (Verwaltungsverfahrensgesetz – VwVfG).
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III.
Section 6 (3) in conjunction with section 24c (1) of the KWG constitute the
legal basis for this general administrative act. Under these provisions, BaFin
may, as part of its statutory functions, issue orders to institutions that are
appropriate and necessary to prevent or stop breaches of regulatory
regulations.
Failure to fulfil the obligation to maintain a filing system under
section 24c (1) of the KWG that is correct and complete impairs the proper
conduct of banking business of the institutions concerned.
The credit institutions concerned are obliged to store the data on the virtual
IBANs which they have issued in a filing system under section 24c of the
KWG: the data must be complete and correct. Particularly given the rise in
the fraudulent use of virtual IBANs granted via payment service providers, it
becomes clear that the continued failure to store such data negates the
purpose of the procedure for automated access to account details under
section 24c of the KWG. This procedure is specifically intended to facilitate
the fight against money laundering and the unauthorised conduct of
banking business and provision of financial services; its purpose is to
identify payments serving the logistics of terrorism and thereby expose
links to money laundering (government’s reasoning on the Fourth German
Financial Market Promotion Act (4. Finanzmarktförderungsgesetz),
Bundestag printed paper 14/8017, page 122).
The order is appropriate for the pursued objective of creating transparency
with regard to the actual users of the virtual IBANs passed on via the
payment service providers to their end customers for their own use in
payment transactions. The creation of this transparency is also especially
appropriate for protecting public interest as it means that the actual
beneficial users of the virtual IBANs can be identified at all times. It puts an
end to the fraudulent use of virtual IBANs for purposes other than those for
which they are intended.
The order is also necessary in order to ensure that the credit institutions
concerned meet their statutory obligation in full and effectively, particularly
in light of the current increase in fraudulent cases and situation of increased
risk exposure. Furthermore, the order to store data in a filing system under
section 24c of the KWG constitutes a less severe measure than if a complete
ban on the issuing of virtual IBANs were to be imposed. There is, however,
no need for such a severe measure since the order to store data in a filing
system under section 24c of the KWG is sufficient for meeting the
legislator’s objective.
The order is appropriate due to the considerable risks arising from the
failure to store the required data on the virtual IBANs; in view of these risks
and recent developments, specific intervention is required in order to
counter the dangers to the general public arising from the current
possibilities of abuse. The interests of the general are worthier of protection
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and therefore take priority over the business interests of individual credit
institutions.
It is necessary to issue this order in the form of a general administrative act
in order to establish a uniform statutory framework for all credit institutions
concerned.

Information on available legal remedies:
You may object to this general administrative act within one month of its
promulgation. Objections can be submitted to BaFin in Bonn or Frankfurt
am Main.


