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Administrative Measure 
Publication Notice 

This Notice is being published by the Financial Intelligence Analysis Unit (FIAU) in terms of 
Article 13C of the Prevention of Money Laundering Act (PMLA) and in accordance with the 
policies and procedures on the publication of AML/CFT measures established by the Board of 
Governors of the FIAU. 
 
This Notice provides select information from the FIAU’s decision imposing the respective 
administrative measures and is not a reproduction of the actual decision. 
 
DATE OF IMPOSITION OF THE ADMINISTRATIVE MEASURE: 
9th June 2022 
 
SUBJECT PERSON: 
XNT Limited 
 
RELEVANT FINANCIAL ACTIVITY CARRIED OUT: 
Financial Sector/Investment Services 
 
SUPERVISORY ACTION: 
Off-Site Compliance Examination carried out in 2021 
 
DETAILS OF THE ADMINISTRATIVE MEASURES IMPOSED: 
Administrative Penalty of €244,679 and a Follow-Up Directive in terms of Regulation 21 of the 
Prevention of Money Laundering and Funding of Terrorism Regulations (PMLFTR). 
 
LEGAL PROVISION BREACHED: 

• Regulation 5 (5) (a) of the PMFTR and Section 3.4 of the Implementing Procedures (IPs) 

• Regulation 7 (1) (c) of the PMLFTR and Section 4.4 of the IPs 

• Regulation 7 (2)(a) of the PMLFTR and Section 4.5.1 (a) of the IPs 

• Regulation 15(1)(a) of the PMLFTR and Section 5.1.1 of the IPs. 
 
 
REASONS LEADING TO THE IMPOSITION OF THE ADMINISTRATIVE MEASURES: 
Customer Due Diligence – Regulation 7 (1) (c) of the PMLFTR and Section 4.4 of the IPs 
 
Findings from the compliance review revealed that the Company did not fulfil its obligations in 
relation to assessing and appropriately obtaining information on the purpose and intended 
nature of the business relationship. From the files reviewed, it was noted that information 
and/or documentation was at times either not collected or not adequately obtained.  
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More specifically, the Committee noted that the compliance review revealed that the Company 

was obtaining generic information on the income levels originating from employment and/or 

business activity of customers. It was noted that the established brackets of the total annual 

income declared by customers, presented in the form of a drop-down menu, were widely 

dispersed and ineffective to develop a comprehensive profile of the business relationship that 

would subsequently ensure the effective ongoing monitoring of the business relationship.  

 

The Committee noted that the range of the categories of the annual income levels are too wide 

and therefore are deemed inadequate and ineffective to comprehensively establish and 

understand the customer’s business activities.  The information on the annual income or 

company turnover is essential for the SP to establish and verify the customer’s anticipated level 

of activity with the Company and to establish a comprehensive customer profile.  

 

In addition, the Committee noted that in some of the files reviewed, the Company had failed 

to collect sufficient information to be able to effectively establish their customer’s business 

activity or employment.  

 

The Committee agreed that the Company held substantially inadequate policies and 

procedures which resulted not only in obtaining the information late but also in the information 

obtained being at times insufficient. The Committee noted that the Company’s internal 

procedures lack quality and this was corroborated through the findings in the files reviewed 

since inconsistencies were noted even in these files as outlined above. The Committee 

highlighted that the non-establishment of a comprehensive customer business and risk profile 

also possibly hinders the Company’s ability to adequately adhere to its ongoing monitoring 

obligations. 
 
In view of the above, the Committee determined that the findings identified constitute a breach 
of Regulation 7 (1) (c) of the PMLFTR and Section 4.4 of the IPs. 
 
Policies and Procedures – Regulation 5(5)(a) of the PMLFTR and Section 3.4 of the IPs 
 
The Committee noted that the Company’s policies and procedures did not address the 
requirement to screen customers for any adverse media and whether they are politically 
exposed persons or otherwise. However, the Committee observed that the main issues were 
in relation to the documented process rather than the policies and procedures adopted in 
practice. Although the Committee agreed to pursue the finding as a breach in view of the 
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documented deficiencies, the Committee deemed the finding not to be of a serious nature, but 
one which lacks the adequate documentation of comprehensive policies and procedures.  
 
The Committee therefore determined that the findings identified constitute a breach of 
Regulation 5 (5)(a) of the PMLFTR and Section 3.4 of the IPs. 
 
 
 
Scrutiny of Transactions - Regulation 7 (2)(a) of the PMLFTR and Section 4.5.1 (a) of the IPs 
 
 
The Committee was informed that during the compliance review, the Company was requested 
to provide information and documentation with respect to incoming and outgoing payments 
relating to the transactions of selected customer files. In several files reviewed, no supporting 
documentation was obtained to support the transactions included in the sample.  
 
The Committee noted the findings pertaining to these transactions and reached a decision on 
each. Some examples are being relayed hereunder: 
 
In one of the files, the Company only maintained a transfer instruction form in relation to an 
incoming transaction amounting to around Eur230, 000. This instruction form only included 
information pertaining to the transfer details.  The Committee considered both this finding, and 
the representations made by the Company. However, from information maintained on file in 
line with the customer profile, it was noted that the customer profile indicated a bracket of 
EUR500,000 as being the overall account activity. The Committee thus noted that the amount 
of a single transaction was already half of the expected account activity, which should have 
raised even more questions and required further scrutiny by the Company. The Committee thus 
determined that the transaction form, together with the searches on an online database did 
not substantiate the origin of these funds, as the Company was still unaware of the origin of 
the specific funds and their legitimacy. The Company was therefore required to obtain 
additional documentation from the customer and to effectively scrutinise the transaction not 
only in view of the relatively high value of the transaction, but also since it raised questions 
when compared to the expected activity initially declared by the customer.  
 

In another file, the customer deposited over USD1 million since establishing the business 

relationship which spanned a three year period. When the Company was queried about three 

incoming transactions, amounting to circa USD500,000, USD200,000 and EUR150,000, the 

supervisory officials were provided with an employment certificate indicating that the 
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customer had been earning around EUR16,000 monthly for the past few years. The Company 

however failed to understand how a person earning circa EUR200,000 per annum could afford 

to invest more than USD1 million in such a short period of time. Especially when half of the 

amount was done in a single deposit. While there could have been a valid source that funded 

these investments, the Company was required to understand the source by asking the 

customer for documentary evidence. Following consideration of both the findings and the 

representations made by the Company, the Committee, reiterated that the deposited amount 

of nearly EUR1 million was not in line with the salary of the customer and therefore the figures 

do not tally. Furthermore, the Company explained that the customer provided a curriculum 

vitae outlining his past experience which could not be considered as a valid document without 

the necessary corroboration. The information collected was not enough nor verified and the 

Company did not comprehensively scrutinise these transactions and to ensure their legitimacy.  

 

In yet another file, it was noted that the customer received incoming payments amounting to 

approximately EUR40 million over a period of three years. In total, four incoming transactions 

were reviewed with one of the transactions exceeding USD24 million. The Company noted that 

the funds were transferred from an account held in the name of the customer from another 

institution located locally or in Europe. When supporting documentation in relation to these 

transactions was requested, the Company only provided a confirmation letter (for some of the 

transactions) that the customer holds an account and a business relationship with said 

institutions. No further documentation was provided to substantiate the inbound transactions 

and to establish how the funds were generated. The Company failed to adequately enquire and 

subsequently establish the source of funds and how these were ultimately accumulated.  

 

The Committee emphasised that in cases where customers effect transfers from their own 

accounts held with other institutions, further information and documentation to substantiate 

the source of those funds is still required, as the Company should still ascertain that the transfer 

of funds fall within the customer profile and ensure that the funds were legitimately obtained. 

Whether the Funds were coming from a regulated entity or otherwise, the onus of proof to 

demonstrate that the source of funds of a transaction was ascertained lies solely on the subject 

person. Although the fact that funds originated from a regulated entity may be considered as 

a mitigating factor, this does not exonerate a subject person in any way from the effective 

scrutiny of that transaction. This is particularly important when considering that the transfers 

were of substantial amounts and the Company did not have at least information to understand 
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the source of wealth and source of funds but it simply relied on the funds being transferred by 

other licensed entities.   

 
In view of the above, the Committee determined that the findings identified constitute a breach 
of Section 4.3 of the IPs. 
 
 
The Money Laundering Reporting Officer (MLRO) - Regulation 15(1)(a) of the PMLFTR and 
Section 5.1.1 of the IPs. 
 

Through a number of interviews carried out with the MLRO during the compliance review, the 

Committee noted that it was evident that the MLRO did not possess sufficient knowledge in 

relation to the Company’s AML/CFT regime. From these interviews it resulted that the MLRO 

lacked the requisite expertise and knowledge of the sector.  Even though the MLRO was 

generally cooperative with the officials’ requests during the supervisory review, the MLRO 

displayed a lack of understanding of the Company’s policies and controls. The Committee was 

advised that although the supervisory officials acknowledged that the MLRO was aware of the 

obligations and requirements relating to the MLRO function, it was challenging for the MLRO 

to demonstrate to the supervisory officials his exposure to the local regulations emanating from 

the PMLFTR and the IPs. 
 

After taking into consideration both the findings identified and the representations made by 

the Company, the Committee noted the pro-activeness of the Company to invest further in 

training and education. Nonetheless, it was noted that the MLRO failed to demonstrate, the 

requisite knowledge that would be expected to fulfil his role adequately and effectively, in line 

with the requirements imposed in the PMLFTR and IPs vis-à-vis the Company’s own operations. 

This undermines the effectiveness of the MLRO’s function and places the Company at an 

increased risk of being exposed to financial crime without being able to take the necessary 

counter actions.  

 
Subject persons are obliged to employ staff who are in possession of the necessary skills, 
knowledge, expertise and experience, which would efficiently enable them to carry out their 
duties and obligations in terms of the PMLFTR and IPs. When taking into consideration the 
nature of the business activity, the volume and frequency of the transactions being carried out 
by the Company and the targeted clientele, the Company had to ensure that the person 
appointed to act as MLRO has sufficient experience and expertise to be able to bring about any 
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necessary changes to the Company’s AML/CFT safeguards and their upkeep, as well as to be 
able to identify circumstances requiring the submission of suspicious reports to the FIAU. 
Therefore, the mere understanding of the MLRO’s obligations is far from being adequate to 
ensure that the duties and responsibilities of the MLRO are effectively taken on. 
 
The Committee therefore determined that the findings identified constitute a breach of 
Regulation 11(1) of the PMLFTR and Section 4.9.1 of the IPs. 
 
 
ADMINISTRATIVE MEASURES TAKEN BY THE FIAU’S COMPLIANCE MONITORING COMMITTEE: 
 
After taking into consideration the abovementioned breaches by XNT Limited, the Committee 
decided to impose an administrative penalty of two hundred and forty-four thousand, six 
hundred and seventy-nine euro (€244,679), with regards to the breaches identified in relation 
to: 
 

• Regulation 5 (5) (a) of the PMFTR and Section 3.4 of the Implementing Procedures (IPs) 

• Regulation 7 (1) (c) of the PMLFTR and Section 4.4 of the IPs 

• Regulation 7 (2)(a) of the PMLFTR and Section 4.5.1 (a) of the IPs 

• Regulation 15(1)(a) of the PMLFTR and Section 5.1.1 of the IPs 
 
The Committee acknowledged the statements made by XNT Limited in its submission in relation 
to the shortcomings identified. The Committee however remained overall concerned that the 
Company has several areas within its operations that require immediate attention to 
strengthen and enhance its AML/CFT safeguards and controls. Considering the business 
operations of the Company, including its attracting of professional investors investing 
substantial amounts, this necessitates an even more thorough and comprehensive 
understanding of the customer’s profile, as well as having robust measures in place to monitor 
the transactions that take place. This to both ascertain that these are in line with the profile as 
well as to monitor transactions to establish the legitimacy of their funding. Whilst 
acknowledging that there were findings from the supervisory examination which were minimal, 
there were other essential areas including the purpose and intended nature of the business 
relationship and effective monitoring of the transactions taking place which presented a higher 
level of concern. Therefore, the findings led the Committee to conclude that the 
abovementioned administrative penalty be imposed in terms of its powers under Regulation 
21 of the PMLFTR. 
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In addition to the above, in terms of its powers under Regulation 21(4)(c) of the PMLFTR, the 
FIAU also served XNT Limited with a Follow-up Directive to ensure that the full remediation of 
its shortcomings is carried out and that the implementation is monitored by the Enforcement 
Section of the FIAU as part of a follow up process. The Committee also directed XNT Limited to 
forward the necessary and relevant documentation to the Enforcement Section to be able to 
assess the enhancements, if any, already carried out by the Company. The Company has also 
been requested to submit a copy of its updated policies and procedures in relation to obtaining 
information on the purpose and intended nature of the relationship, updated policies and 
procedures in relation to customer screening for PEPs and adverse media, the implementation 
of an effective transaction monitoring system as well as a remedial action to address the breach 
in relation to the Company’s MLRO.  
  
When reaching its decision, the Committee also considered that the Company was generally 
cooperative during the carrying out of the compliance review process, as well as in providing 
representations in reply to the Report. The Committee also considered the impact the 
Company has on the local jurisdiction, especially since it services professional investors who 
invest substantial amounts and thus without the necessary robust controls in place, both to 
create a comprehensive customer profile and to monitor the transactions taking place, the 
Company exposed itself and the local justification to possible ML/FT risks. The final decision 
was also based on consideration of the Company’s size, both in terms of its customer base as 
well as the Company’s turnover. 
 
Finally, XNT Limited is duly informed that in the event that it fails to provide the above-
mentioned documentation with the specified deadlines, its default will be communicated to 
the Committee for its eventual actions, including the possibility of the imposition of an 
administrative penalty in terms of the FIAU’s power under Regulation 21 of the PMLFTR. 
 
KEY TAKEAWAYS: 
 

- The establishment of a comprehensive customer profile is important for a robust 
AML/CFT program. This obligation ensures subject persons are not used to launder 
funds obtained from illicit activity. By obtaining a comprehensive customer profile, 
subject persons obtain knowledge in relation to a customer, implement the necessary 
controls if required and ensure that any activity occurring throughout the relationship 
is in line with the information obtained at the start of the relationship when establishing 
the profile.  
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- Procedures need to not only be implemented but also documented. This ensures 
uniformity in their application and a record of when and in what way these have 
changed over a period.  
 

- The effective monitoring and adequate scrutiny of transactions is one of the most 
important obligations subject persons have, to ensure that their services are not being 
used for the facilitation of ML/FT. This measure must be commensurate with the risk 
appetite of the Subject Person. Thus, the onboarding and servicing of high-net-worth 
individuals and the processing of large value transactions should be taken into 
consideration and adequate transaction scrutiny controls implemented. Indeed, 
transaction scrutiny is not only dependent on incongruences noted with the customer 
profile established, but must also be strictly applied when a transaction is of a 
substantial value which, whether in line with a customer profile or not, still carries with 
it a high ML risk. 
 

- On a risk-based approach, transaction scrutiny should require the obtaining of 
documentary evidence to substantiate the transaction. Relying on the transfer being 
affected from another local or European licensed institution is not adequate since this 
simply confirms from where the funds are being transferred but not how they were 
generated. Therefore, documentary evidence needs to provide reassurance that the 
transaction makes economic and lawful sense and that the funds are legitimate. 
 

- The function of the MLRO should always be safeguarded and subject persons are to 
ensure that persons occupying this position not only have the required knowledge and 
experience but are also provided with in-depth training pertaining to the subject 
person’s AML/CFT processes itself. If this function is not occupied by the right person it 
can lead to various breaches and increased exposure to ML/FT risks, including failures 
to notice suspicions of ML/FT and to submit SARs/STRs to the FIAU. 

 
13 June 2022 


