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Following is the text of a joint statement by the Governments of the United States and Mexico:

Begin Text:

On August 10, the U.S.-Mexico Working Group on Cyber Issues convened its first bilateral cyber dialogue since the

establishment of the U.S.-Mexico Bicentennial Framework for Security, Public Health, and Safe Communities. The

meeting’s main objective was to advance bilateral cooperation on cyber issues in line with the two countries’

shared commitment to an open, interoperable, secure, and reliable Internet and a stable cyberspace.

A secure, resilient, and stable cyberspace is fundamental for the development of the public and private sectors and

for people worldwide to benefit from the free flow of information online. For this reason, cyber issues have become

a priority in the U.S.-Mexico bilateral relationship, as demonstrated by their inclusion in the High-Level Security

Dialogue (HLSD) and the inclusion of cybersecurity risk management issues in the High-Level Economic Dialogue

(HLED).

Cybersecurity is an area that is becoming increasingly relevant for society.  During the meeting, the delegations

addressed various aspects of each country’s institutional structure and strategy for dealing with threats in

cyberspace.  They also discussed institutional capabilities to prevent and counter cybercrime, as well as efforts to

foster a greater culture of cybersecurity awareness and cyber hygiene.  In addition, the two delegations discussed

specific cooperation efforts in cyber defense and cybersecurity, including the protection of critical infrastructure.

The two governments also discussed their shared interest in the multilateral sphere to promote access to an open,

interoperable, secure, and reliable Internet for all citizens.  The United States and Mexico reaffirm the applicability

of international law in cyberspace and will continue to promote adherence to and implementation of the
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framework of responsible state behavior adopted by the United Nations General Assembly, in order to promote

stability and accountability in cyberspace.

Both governments committed to continue strengthening cooperation to build a more secure, resilient region and

expand collaboration to address shared threats in cyberspace. These efforts will bolster the ability of the two

countries’ societies and economies to benefit from the opportunities that new digital and information technologies

offer.

In this regard, both delegations committed to:

Strengthen coordination among bilateral cooperation initiatives focused on cyber and digital economy issues,

including to promote the development of a secure, resilient, and reliable technology ecosystem. This

coordinated approach will be reflected in a work plan to follow up on the work of this group within the

Bicentennial Framework and work under the HLED.



Strengthen technical coordination mechanisms for the attention and response to cyber incidents affecting

shared and national critical information infrastructures.



Increase bilateral cooperation for the exchange of cyber threat intelligence information, as appropriate,

leading to the investigation of cybercrimes.



Continue bilateral training initiatives and related efforts to promote a culture of cybersecurity for federal and

state agencies, with a special emphasis on security and law enforcement agencies and to foster a

cybersecurity awareness and incident reporting culture within the general public and the private sector in

each country.



Enhance cooperation between the U.S. Department of Homeland Security (DHS) — including the

Cybersecurity and Infrastructure Security Agency (CISA) and Homeland Security Investigations (HSI) — and

Mexican counterparts on issues including information sharing, incident response management, ransomware,

law enforcement and investigations, public-private partnerships, and the protection of critical infrastructure.



Continue to share information on cybersecurity resources and support active participation and engagement in

initiatives such as the National Institute of Standards and Technology (NIST) Cybersecurity Framework 2.0 and

the National Initiative for Cybersecurity Education (NICE) community, including events such as the Regional

Initiative for Cybersecurity Education and Training (RICET).



Continue dialogue and collaboration regarding multilateral processes on cybersecurity, including in the

Organization of American States Inter-American Committee against Terrorism (OAS-CICTE) Working Group on

Cooperation and Confidence Building Measures in Cyberspace, and on cybercrime, including in discussions at

the UN Ad Hoc Committee.



Continue engagement in multi-stakeholder fora such as the Global Forum on Cyber Expertise (GFCE), the

Internet Governance Forum (IGF), and the Freedom Online Coalition (FOC), including to continue to strengthen

and advance efforts to promote fundamental freedoms and respect for human rights in cyberspace.
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End Text
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Coordinate with Canada to convene a Trilateral Cyber Experts Meeting in 2022, consistent with commitments

made at the 2021 North American Leaders’ Summit.



TAGS

Related Articles

First Cities Summit of the Americas to Be Held April 26-28, 2023 in Denver

A U G U S T  1 7 ,  2 0 2 2

READ MORE

Conclusion of Round 13 of Columbia River Treaty Negotiations

A U G U S T  1 5 ,  2 0 2 2

READ MORE

Assistant Secretary of State for Consular Affairs Bitter Travels to Rio de Janeiro, Sao
Paulo, and Brasilia, Brazil

A U G U S T  1 5 ,  2 0 2 2

https://www.state.gov/bureaus-offices/deputy-secretary-of-state/bureau-of-cyberspace-and-digital-policy/
https://www.state.gov/bureaus-offices/under-secretary-for-political-affairs/bureau-of-western-hemisphere-affairs/
https://www.state.gov/subjects/cyber-security/
https://www.state.gov/countries-areas/mexico/
https://www.state.gov/bureaus-offices/office-of-the-coordinator-for-cyber-issues/
https://www.state.gov/bureaus-offices/under-secretary-for-public-diplomacy-and-public-affairs/bureau-of-global-public-affairs/office-of-the-spokesperson/
https://www.state.gov/first-cities-summit-of-the-americas-to-be-held-april-26-28-2023-in-denver/
https://www.state.gov/conclusion-of-round-13-of-columbia-river-treaty-negotiations/
https://www.state.gov/assistant-secretary-of-state-for-consular-affairs-bitter-travels-to-rio-de-janeiro-sao-paulo-and-brasilia-brazil/


8/19/22, 1:16 PM Joint Statement on U.S.-Mexico Working Group on Cyber Issues - United States Department of State

https://www.state.gov/joint-statement-on-u-s-mexico-working-group-on-cyber-issues/ 4/4

White House

USA.gov

O�ce of the Inspector General

Archives

Contact Us

Privacy Policy

Accessibility Statement

Copyright Information

FOIA

No FEAR Act

     

READ MORE

https://www.state.gov/
https://www.whitehouse.gov/
https://www.usa.gov/
https://www.stateoig.gov/
https://www.state.gov/u-s-department-of-state-archive-websites/
https://register.state.gov/contactus/contactusform
https://www.state.gov/privacy-policy/
https://www.state.gov/section-508-accessibility-statement/
https://www.state.gov/copyright-information/
https://foia.state.gov/
https://www.state.gov/key-topics-office-of-civil-rights/eeo-no-fear-act-whistleblower-protection-acts/
https://www.facebook.com/statedept
https://twitter.com/StateDept
https://www.instagram.com/statedept/
https://www.youtube.com/user/statevideo
https://www.flickr.com/photos/statephotos/
https://www.state.gov/department-email-updates/
https://www.state.gov/assistant-secretary-of-state-for-consular-affairs-bitter-travels-to-rio-de-janeiro-sao-paulo-and-brasilia-brazil/

